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1 Whatis a System?

It might surpriseyou, but while the word "Systeni has its origins in the Greek philosopliyis only in
the last 50 year, with the rapid advance of electronics and computers that the Systtmbecome a
standard technical term. The meaning is still the same, but what motivates thefuke word (vs. for
example machine)s the underlying complexity. Electronf8ystens today can have thousasdof
components, each component being a compgBystemon itself. A modern state of thart Proceser for
example has &ew billion of logicaklements. Still, what we seen the outside is only often just a piece
of plastic with some tiny metal bumps underneath. SucByatemmight be a part in a largeBystem
(e.g. your laptop or your car). Eachtbese largeiSystens mightagainbe just a compnent of a larger
System For example your laptop is connected to the interr®tstemand your car is part of a
transportationSystem In these two examples, the smallest part might be just a few tens of nanometers
large, the largest part is the worlitself with its dimensions that is about0000 billion times larger.
Therefore, let's take the following definition:

A Systemis a layered and structured collection ofb8ystens, often calledSystemcomponents, that
together act as whole and provide a spific functionality.

This definition is still generic and fairly vague. In the following chapters we will make this definition more
concrete (when we look more in the dewil but more abstract as well (when we try to find the
common properties for alystens). Let's start by taking a look ame examples.

First of all, our natural

@ a o :f;;g;;]]l'1 oo, Services environment is full of
. 1y

. Systens. See for example the

system of North Every living
T:"H.rn Litilities
\ Mining.

creature, every plant is a so
L5 . .
@’ ‘ Logeing
\ Forest

called biologicabystem All of
}' \V '.“.‘“ @ each  other  somehow
Agri

facturing

‘ ! these, including our own
[N human species, interact with
Commerce .,." sometimes in th@ystemt‘]at

s d @ we can call'life on earth".
e =S Also earth is &System itself
Boi. Tiley, 1999 Interacting with the sun
(mainly to receive energy)
and the moon (resulting in
our daily tides)Humars are also socialdings and oucivilizationis full of social, economic and political
Systens. Most of these havenore or lessspontaneously emerged and evolegery day While these
natural Systens are very complex and very interesting to study, they will not be oursfoeven if we

can certainly apply some of their mechanisms to 8wstens that interest usThere is even a term

i
North Carolina '

Figurel- The System of North Calorina (Carolina (Shttp:/ www.enst.umd.edu)
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called "social engineering" but this is not what we have in mind. On the contrary, this is maybe exactly
what we want to avoid in real, truswvthy Systens engineering’rojecs.

Driver Alertness Auto-Dimming Active
Might Vision Monitoring Mirrar Cabin Noise
Suppression

Entertainment
System

Windshield Head-Up Accident r;;z; Cabin Battery
Wiper Control Display Recorder _ Environment | Management
Airbag Voice/Data Controls
Deployment Engine Instrument Communications Dedicated
Contral Cluster | Short-Range

Adaptive Front

/ Communications
Lighting X HNavigation

——" System

Adaptive Cruise
Control ———— i —— Security System
Autclrr.laric T e AN Active Exhaust
Braking / \\\ Moise Suppression
ElE;ﬂE . we Suspension
Power Steering
Electronic Throttle Antilock Hill-Hold

Electronic

Transmission

Control - Braking Control
AUTOMETic Caontrol Stability
Active Remote Control Regenerative
Electronic  Start/Sto Seat Positi
Valve Vibration Keyless = mm:‘ﬂlf’“ Parking Braking
Timing Control  Entry Active System  Tire
Cylinder Blindspot Lane Departure Yaw Pressure
De-activation Detection Warning Control Monitoring

Figure2 - The many subSystems of the car as a System

The Systens that interest us are the humamade onesAn example is a caf.heseSystens are often
very complex and we could call them tectogical Systens. What distinguishes them from the
biologicalSystens is that they are the fruit of our human intelligence and not of millions of years of
evolution. What distinguishes them further is that theSgstens often require the use of many other
Systens (called tools) to make them and the use of many components and Rasgurce. As such,
such a technologic&8ystemhas a long history if we trace the origins of every componenteantdodies
decades, sometimes centuries of human knowledge. AndevtheseSystens are not as complex as the
natural ones, they are often the result of a concentrated effort to produceSiistemfrom just a few
statements that describe its missi@fiVe will go to the moorand returr’) in a relativelyshort period of
time.
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2 Whatis a Trustworthy System?

The example given above is for the normal earthfieghaps
too far away from his daily occupation, but illustrates ve
well the concept of TrustworthySystens Engineering. Thels
technology was still in its early daybere weren't that many £
computers yet, but a goal was defined to bring a man to tE%
moon and bring him back on earth safelhis set &rocessn '
motion that would produce the Saturl rocket, the Apollo %
cabin and Lunar Lander and it actually set 14 peamn the
moon and returned them safely. One mission even sho
that the Systemwas resilient enough to bring back astronaug ".',
when their Apollo life supporBystemwas seriously damagedgs
by an explosion. Even if astronauts are clearly taking m

risks than the average person, at the end of the day, Whatigure3-Apo||o 13 safe return on earth
came down to was that the risk was a calculated risk and v

astronaut would haverolunteered to step into the Apollo cabin on top of the SatMrmocket, if he
wouldn't have had sufficient trust that heould safelyreturn. Therefore, the space programs have been
a great catalyser for developing the disciplinésgktens engineering.

There are of course other domains whe3gstens engineering developed more than in other domains.
The avionic sector, theefiense sector, the shipping industry, industrial manufacturing and railway have
always had a concern for safety, especially as accidents had shmawrhings could go wrong and
people could get killedThis has resulted in the emergencesaffety standard. Table 1 lists the most
prominent safety standards. There are many more, dedicated to e.g. steel and concrete structures. Often
these are more "normative” rather than describing a Process.

Tablel - Examples of safety an8ystens engineering standards

IEG-61508 Functional Safety of Electrical/Electronic/Programmable
Electronic Safetyrelated Systens
ISO26262 Road vehicles Functional safety
DO178C Software Considerations in Airbor&ystens and Equipment
Certification
DO254 Design Assurance Guidance For Airborne Electronic Hardware
EN50126 Railway applicationsTheSpecificatiorand demonstration of
reliability, availability, maintainability and safety
ECS&SF40C ESASpace Software Engineering

The major concermithese safety standardsto avoid that aSystemcan harm or kill people. The point

of view is one whereby the risk of this happening must be small enough and that the cause of this
happening is a malfunctioning of tifeystem either because some partsréak, orbecause external
events (like the Titanic hitting an iceberg) cause this to happsnexplained in the previous chapter,

What is a Trustworthy SystenmAltreonic "From Deep Space to Deep Sea"
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any Systemis part of a largeiSystemand in particular theenvironmentin which it is usedA well
executedSystens engineeing Processanticipates such failures andiepending on their probability of
occurrence, their severity and potential consequences $akeasures to keep the consequences within
acceptable limits. In the less severe cases, a simple warning will be isaiecphir is needed, but
indicating that theSystemis still functional. In more severe cases, part of the functionality will be lost
and the remaining parts will try to keep th8ystemas functional as possible. In severe cases, a
shutdown will be in orde and all functionality will be lost. What makes safety relategstens
engineering challenging is that there is a long dependency chain, th&ytstermmight contains millions

of parts, that many people will be involved and that many steps have to mntakhe challenge is to
make thisProcesgpredictable.

There are bwever other classes of failugauses that also must be considerdd.safety most of the
attention goes to physical causes. As @ystens, increasingly containing computing devices thag a
inter-connected but also having connectiottsthe outside world (a simple USB port is enough), they
are also vulnerable to deliberately injected faults. Often, this is done in a way to avoid det&dgarall
this asecuritybreach because the intedyiof the Systenmwasjeopardizedwithout any physical damage.
Once the fault has been introduced and activatgaften will be indistinguishable from a physical fault
and the safety related risks are the same.

Another source of risks is the humaneustself and related to that thavay he can or is allowed to
interact with the System In this case the riskare related to many aspects. Marfyystens are
increasingly complex and no user is supposed to know all the details of the inner workings. kence t
interface with theSystemshould be predictable and clear. For new users, it should be intufisehe

user, just like the environment, is part of the larggrstenmthat controls theSystem he should take the

right actions at all times. Tainimize this risk, we say that theisability of the Systemmust be
adequate. The challenge is here that this involves familiarity, hence convention and even adequate
training while he diversity in humans is large, angsychology is often not a discipline inhigh

Trustworthy system

Safety Security | Usability Privacy
no physical| no injected | no interface; no personal

fault can fault can fault can | data loss can
cause harm| cause harm| cause harm cause harm

Figure4 - The pillars of Trustworthiness
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engineers excel.

Latey, as more and mor&ystens becane interconnected and increasingly record our personal data,
this is a factor as well. There apgivacy issues but as more and more financial transactions are
electronic, our private data can be abust® cause financial or other harm. Until some years ago, this
was a small risk, but as the border between embeddstens and general purpose computing
Systens (often called I'Bystens) is becoming opaque, this aspect is gaining in importance.

With thisview, we can understand that what really matters is that a user (whoever or whatever that is)
can trust the System. We call thisustworthiness It is clear that for a System to be trustworthy, it is
not sufficient to be safe. We define it as followstrAstworthy System is a System that a user can trust
to meet high standards of safety, security, usability, privacy.

3 What is Systems Engineering?

While we have already used the term abowves have not elaborated on iSystens Engineering was
defined as fdbws:

Systens Engineering is the collection of activities to be taken 8ystens engineering’rojectto define
and develop &ystenthat will meet all expectations.

This is a very generic definition. It applies to any human ng&dtem whether it is soial or technical
one. We will focus our attention on thosBystens that are complex enough to pose a challenge to
develop them as trustworthy one# Systemcan be classifieds complexif it involves many activities,
many components and many decisioft need to be taken. In particular we are mostly concerned
with embeddedSystens, Systens whereby electronic hardware and software are used to make the
Systemmeet all itsRequiremens.

Systens engineering is however not an isolated set of activitiess b Systemin itself that follows a
Processvith many dependencies, but in general we can distinguish 3 main activity domains:

Organizational Processs. Systens engineering can only work if it is itself embedded in|an
organizational environment thad provides the preconditions forsuccess. A simple example |s
recruitment and humanResource managementA Systens engineeringrojectis a complex
one and it requires people with the right skills. It also requireoaganizationalculture that
favorises drue engineering culture. The latter is not restricted to only technical activities. An
efficient organizationthat is capable of good communication with potential users, planning
Resourcs, procurement of parts and product manufacturing are equally medided.

n What is Systems EngineeringAltreonic "From Deep Space to Deep Sea"
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SupportingProcesss. to executea Systens engineerindProject the organizatiomeeds to have
a number of techital Processs in placehat are generic for alBystens engineeringProjecs.
Their goalis to support the development and engineegiito become less chaotic. A simyf
example is version management. This must be in place to avoid that engapeard their time
figuring out what changes their colleagues made to other parts oBysem It is also essentia
to make sure that the fingbystermhas a well known and coherent configuration.

e

DevelopmentProcesss: these activities are the core of the work to be done. While the most

gratifying ones are the development itself, true engineering consists of a lot of other actjvities
like definng andanalyzinghe Requiremens andSpecificatios, developing simulatioModels,
verifying mathematically (using tools) the correctness of kihedels, testing and verifying and
finally integrating and validating the results.

A Systens engineerind’roject is seldom an isolated

activity and requires a full lifeycle view. Activities
Ludwig Wittgenstein that have an impact before the Systens
) ) . . engineering Project starts are for example the
OAY at KAt 2a2LKAOI formulation of goals and concept®equiremens
years ago) collection (from any stakeholder) and gl or
societal Requiremens. There might have been
previous Projecs are parts already developed
Activities that must be taken into account after the
Systemwas developed are first of all the production
X F2NJ GKS odzif RS pf the System Design for productionis gn
important Requirement Once theSystementers its
operational life, users must be trained and the
Systemmust be supported and maintained, maybe
even upgraded or redesigned. And finally, when the

a Iblueprint serves as gicture of
the objectwhich the workman is to
make from it.

blueprint is used as anstruction or
rule dictating howhe should
construct the building or machine.

And if what he makes deviates from Systemis taken out of service, it must be disposed
the blueprint, then he has erred, off. When the System is safety critical, two
buli AYO2NNBLOuUufeée S important Requiremens will have to be met as

well. The first one igonfiguration management
because aSystem can only be safe if all its

X 2KIG ¢ VLN deNKS

blueprint together with the method components wok perfectly together.There have
2F AGa& LI AOF GA; been airplane incidents which were caused by using
) a slightly different screw during maintenance. The
Y Wittgenstein defined other one istraceability When something fails,
Systems Engineering before trust can only be restored and improveifl the
the term even existed. cause and chain of events resulting in tfeélure

can be found traced back

What is Systems EngineeringAltreonic "From Deep Space to Deep Sea"
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4 The Many Subdomains of Systems Engineering

Seen from the outside, it barely matters howSgistemis composed, what technologies were used and
how it was put together. DifferenBystens can provide the same or similar functionality to its users,
even if the umerlying technolgy isdrasticallydifferent. Originaly radios had very few and fairly big
components. By a way of speaking, one could almost see the electrons moving in the amplifier tubes.
Today, one can listen to internet radio while there is no longer a traditiondionaave receiver
involved. The sound arrives in & packets over a wire. Radiage now single chip devices using digital
logic and software to provide the same function as the original coils and tubes radios.

Phasel Phase2 Phase3 Phase4
Cost: + ++ ++ ++ +++ +++++ +H+++++H+
of issues
K System System System System
Requirements :Specifications System S Development ntegration Validation Maintenance
Capturing Capturing Architecting ,~
,~FMEA Safety
ST > o - »
,// FTEA Specs o
’ Packaging S
S » | Specs == mmmmmm————- > o NS
~ ~
4 S ~ S ~
Smm -- | Hardware— = ———————————~— > o ~ ~
’ Sp R
System and Software Software System System
—{ System I Safety — iysﬁm ; -  Software Architectural [ Implementation—— IS)t/sterrt\_ = VZIidation I Maintenance
Requirements Specifications rehitecture Specs Design Verification ntegration
Analysis and Test
System System System Domain Specific Domain Specific Domain Specific ~ System System System
Requirements  Specifications D Architecture Specifications rch_itectural Beta Rel 2 d ERel d Updates
(Normal Case) esign release DesignCode Source Code
D Test Cases & Distribution

Test Cases D est Testresults D System D
Fault Cases Drocedures Test Results Validation
Fault Cases D

Results
User manual D

Figure5 - Thesystams engineering project splin subdomains during development

Nevertheless, once th&ystemRequiremens have been agreed upon and specified, engineers will
select implementation technologies each requiring different knowledge and skidsice, the
engineeringProceswill split intechnical subdomainsach developing their part, after which they come
together again to deliver th&system The different subdomains are however not isolated. Decisions
taken in one domain affect the capabilities in anet domain. For example when a cert&roceser is
selected, it will determine how much can be done in software. It will also afiecbower consumption
and maximumheat dissipation. A goo8ystemdesign is one whereby the rightade-offs are made to
achieve the goals. The perfect solution doesn't exist bec&esguiremens will conflict and one solution
doesn't fit all.

Let's take a look at a typical embedded device or rath&yatemwith embedded technlogy inside.
Think about a printer, a pacemakea,car, a house, a train, an airplananars rover a submarine ando
forth. Whether small or large, you are likely to need engineering activities in the following domains:

I8 The Many Subdomains of Systems Enginedrisireonic "From Deep Space to Deep Sea"
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Mechanical and materials engineeringealworld devices are subjected to an oftaggressive
environment, putting stress on the embedded device. Vibrations, shocks, heat, cold, humidity,
chemicals or even sunlight, the air or cosmic radiation will attack the packaging and the physical
structure of theSystem If this results in the tegrity of the delicate electronics inside being
damaged, the results can be fatal.

Power and energy engineeringill embeddecheed external energy to function. Increasinglyj it
is important that they use this energy efficiently and that they can copé wérying energy
sources. A good power design will increase reliability and will decreasyydife costs.

Hardware engineeringthis is today often the term used to designate all electronic engineering
activities. Somé°rojecs might decide to develogheir own chips (ASICs), use reprogrammable
ones (FPGAS) or just buy ready avail#receser parts (for example microcontrollers) and put
them together to create a siystemcomponent. The hardware part of an embedd8gstem
might require specialists in amy more specific domain®rocessr design, analog desigiRF
design, MEMS (tiny mechanical parts on a chip), etc. While the analog domain is often less
complex, given the scale and speed of the circuits they remain a challenge. All hafdware
operating inthe digital domain is clockea@indthe issue is that few billion elementary structures
(often called gates) in the hardware shatet clock. The challenge that these billiongates
operate as a huge state machine whereby all gates must remain synchdo®izethe timing
parameters of the gate circuits will vary with temperature and supply voltage, this is not a frivial

matter. Today these issues are solved by applying large enough robustness margins during the
design and by carefully controlling the pradion Process

Software engineering on clocked reprogrammabl®rocessrs often a software program will
give the embedded device its application specific functionality. Whereas the hardware| state
machine is relatively static, a software state machineyisaghic and its behavior can be data
dependent. Contrary to hardware however, a software state machine has no properties that
vary with external influences, hence it is (theoretically at least) possible to verify and predict the
behavior of software in deth

There are undoubtly more engineering disciplines that come into play. Human interface engineering is
often a neglected one. And within the different engineering subdomains one can find more. Algorithmic
experts will develop the right algorithrto processthe data, hydraulic engineers will add their bit,
control engineers will design the control loops to keep 8ystemstable,etc. But one is certain, they all
must work together to achiev8ystens engineering.

i3 The Many Subdomains of Systems Enginedrisireonic "From Deep Space to Deep Sea"
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Figure6 - Dependencies for embedded software

In addition, there is a long dependency chain. For example, when developing embedded application
software, the software engineer will need to do more than just write his small part. He will link libraries,
he will usea compiler and linker in the assumption that they are effiree. Even when that is the case,

the correct behavior will depend on the correctness of the documentation (of the hardware as well as
the software) and the hardware being defdote. Often, ths will not be the case and then he has to
find a workaround so that the application itself is still behaving as specified. This example, illustrated in
the next drawing illustrates how a good engineer must know about the other domains he is working in
the achieve good results.

5 What is Resilience Engineering?

After we have reached beyond safety and went for trustworthiness, there is a further step worth
pursuing, partly because it is becoming inevitable. As Systems become larger and more complex, it is
no longer enough to design them for trustworthiness when they operate normally. We must think in
terms of providing maximum required functionality, often called Quality of Service, taking into account
that the System will not have always all it Resourceslaa. This is more in line with the way
biological Systems work: an ant colony remains an ant colony even if a fire wipes out part of the ant
population.

What is Resilience Engineerinjg&ltreonic "From Deep Space to Deep Sea"
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This is in contrast with current safety engineering practices: when a failure is detemtelthis can be

one of its million tiny components, the System will either shutdown or remain operational in an often
severely degraded mode, or either coarse grain redundancy will be used to keep the functionality at its
original level, but a next failure ibén often catastrophic.

Resilience engineering works differently. It will look for architectures that can tolerate partial failures
will not seek to maintain full functionality but will seek to maintain the best possible functionality with
the Resource available. Resiliel8ystens have often architectures that are very modular by design and

Figure7 Bird's nest stadium irBeijing

have redundant but distributed capacity. A simple epdanis ameshed roofconstruction The roof will

not cave in because some rods are lost. NetworlSsdtens (think about the internet of a mobile
communicationSystem also often work like that. In the control engineering domain this was first
introduced to keepSystens stable even if a major failure has happened. Often this requires running a
simulationModel in the control loop. Examples are flight cont®ystens that control the plane using
only the engines when e.g. part of the wings (with the control flaps) are gone.

An important difference with more classical approaches is that a restigstem besides heing a more
resilient architecture, gracefully adapts itself to a change in the availRb&ourcs. It will not fail
immediately, but e.g. recover from the errors, maybe even repair jtsedirrangeResource so that it
remains "alive". After all, thisithe ultimate goal of angystem

6 AProcessas aSystem

We have until now being speaking aboBystens in terms of something physical that has to be
developed. This answers the question what" is it that we need to develop. lBystens engineering ti

A Process as a Systé¢rltreonic "From Deep Space to Deep Sea"
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is however equally importanthibw" it is developed. Thereforex Systens engineering?rojecthas two
main types of componentshe Process that is followed and the development of the System itself.

Let's take as an example the
development of a piece of

l/ Roa;:lﬁa‘p and < i Operatior;s and
planning { Maintenance H HP
- — - ) software. There is the activity of
R N N |— writing  the  source  code
Business case K Production J HH
‘ statements, compilin them,
h o N\ /’.LV / p g

PN N L . running the resulting executable
\Regﬁég?qfa'}fin:"j/ i Presing | and test it This will iteratively
— e result in a working program. But
e K "E@ZZE‘;I'Z::"J depending on the skills of the
) software programmer, this can
take kss or more time. A skilled

{ SubSystem ~ SubSystem level |
SubSystem J{N Verification and

Design

—festng programmer will follow a specific
set of steps that will lead him
Reecpment J faster and more predictable to a

reliable piece of software. In
other words, a skilled
programmer has developed his

own "Proces$ to deliver a better job. Wha§ystens engineering does t® take the best of practices

and to define them as #®rocessthat should be followedby an organizationor Projectteam. For

example, the software engineerirgrocesss will define that the software tools like the compileust

be qualified first, an adequate version managem&gstemneeds to be used, coding rules need to be

obeyed, peer review need to be in place, etc.

Figure8 A simplified \{process model

Another example is testing of hardware. Testing will verify that Slygstemor component meets the
Specificaibns. This is only possible if the testing happens in controlled circumstances. For example, the
Specificatios must be stable and approved, the test-sgt must be well defined and repeatable and

the test procedure must be defined. The testing will progl@cdeliverable as well, i.e. the test report.

The way to see this is that the testifgocesss like a smalProjectthat requires specifiResource and
producesa specific product, the test report. Hence, one can see th&r@cessin casu aSystens
engineeringProcesss also aSystemthat needs to be developed first. The systemcomponents can
include humans, equipment or simply all that is needed to produce a report, but it remabystam

that must be trustworthy.

One of the first processes teldeveloped (and imposed) was thecalled waterfall model. It imposes a

linear process flow whereby requirements are developed, then fed into development after which the
system is tested and then validated to see if it meets the original requirementde Worrect in
principle, such a rigid process rapidly breaks down because it assumes that the requirements are
complete and perfect. Therefore the waterfall model was made more iterative by introducing
feedback/verification stepsarly on and this was dad the Vmodel. This is still one of the best models

as it equally applies with on very small systems and with very small steps. Such a process is then often
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called agile or iterative. In reality any process can be iterative if not only the order oft¢ps 5
considered but also the state of the different process entities. See furtheration 12.1.

7 Unified Semantics

As we have seen in the previous sectioBgstens engineering touches many domains. We focused on
the technical ones, but there are nmarSystens engneering starts with formulatinga goal and that
involves management, political, societal, financial and many more people. The first question to ask is
whether they all speak about the sangystem Even if
they do, their perspective can be sty different. The
second question is whether they speak the same
language. They might use different terms to talk about
the same thing or they might use the same term to
designate a different thing. Even ithe technical
Pervez Musharraf domains this isvery often the case. This is because
terms and words have a context and a context has
history. When a new domain emerges, people often
borrow terms from another field and select it on
analogies. Or the word might have its origin in a different natural language and iseth@meously
imported. In the technical domain, people also often will use acronyms, often not understood by
newbie'sin the field.

GL R2y UG gt yi
down insemantics causing
problems> €

This is an essential observation Bystens engineering. As we have seen the scale and complexity of
Systens engineerings very wide andit is obvious that it involves a lot of communication between
people coming from different domains. If they don't understand each other, how can they then develop
the right Systemand do it right? Let's take a simple example, the word 'schiegu For the production
engineer, this means the order in which a product is produced on a production line. For the hardware
engineer, this means mapping his signals correctly in the clock domain. For the software engineer, it
means defining the order afxecution of a softwar®rocessMaoreover, people also develop a sense for
orders of magnitude. For the production engineer, time might be measured in minutes. For the software
engineer, it is likely microseconds or milliseconds. For the hardware engihéemore likely nanoor
picoseconds. When each of them sayss'tisi fast', they are most certaintlginking about very different

time intervals.

The same applies when we dig into the details of techn®secificatios. A simple example are
communicaion protocols. Some of them are described requiring 100's of pages. How sure are we that
two devices speaking the same protocol will never have differences in theirqmiatoplementation? A
single tinydifference and the communication can hang. Anotegample areProceser instruction sets.

Most Procesers, even within the same family, will have subtle differences and will use different terms.
And when we look in the world of software, we see an explosion of terms, interface functions, all
vaguely desdbing the same things but with obnoxious differences and-sifiects when using them.
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context of Systens engineering.

8 Interacting Entities

In the previous sectionve mainly talked about behavicand
properties of aSystemand why it is important that we describe
these in a unique way. The behavior and the properties of a
System are however what we sometimes calemerging
properties’. Whilea Systemcanbe composed of 10's or even
billions of composing parts, none of themilwesult in the
observed behavior on its owilt is all the components working
together 'in concert' that are responsible for the behaviat.a
we use the termsEntities and
'Interactions. We can then describe the structural praties of

a Systemas'Interacting Entities and how they fit together we
call the architecture. Note that this is at an abstract level. In a
Procesdor exampleEntitiescan be humans that take a set of
written Requiremens (another set ofEntitie9 and transform

more abstract level

What above examples illustrate is that$ystens engineering it is not
sufficient to defineterms andfunctionalities, one must also define
behavior This means thatvhen terms and language are used one
must also define their semantics in their context. Moreover, the
semantics should be the same everywhere. We call thisified
semantic$ and it results in two main benefits:

Unified semantics means that the same teisnusedin a unique way
with a unique meaning. An important consequence is that overlapping
semantics must be avoided, each term should describe a well defined
and unique behavior or property of tHeystem

Specifying terms and concepts in a correct wagrismportant first
step inSystens engineering. The reason for this is that it is the first
step informalization. One can compar8ystens engineering with the
activities of writinga novel composed of sentences. If we don't want
to have gibberish at thend, we must agree on the meaning of the
terms and we must agree on grammatical rules on how to construct
valid sentences. The meaning of the terms and @rammarrules do

not define the sentences themselves. They define a framework that is
more abstractthan the sentences we will formulatélhis is often
called a metaModel. We often use the ternystens Grammarin the

Wikipedia defines system as
follows: (from Latin
systema GoK2f S
compounded of several
parts or members. It is a set
of interacting or
interdependent entities
forming an integrated

6 K 2 f Systein
characteristics includel)
structure, 2) a set of
behavioral norms3)
interconnectivity and4)

units that furction
independently within the
system

them in written Specificatios (another set ofEntitieg. The
Interactiors are 'reading, 'writing', and likely also meetings
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during which theRequiremens andSpecificatios are discussed (arge set ofnteractiors).

In the technical domairEntitiesand Interactiors can often be identifiechore concretely AnEntity will
be a physical component (a seysten) and aninteractionwill be a concrete exchange of information,
obeying much stricter protocols than human language allows. This view hamber of benefits. First
of all it expresses neatly howS3ystemis composed of smalleBystens, etc.Interactiors on the other
handallow us to use a component without needing to know aliriternal detailslt is sufficient to know
how theInteraction is defined.

9 An informal view on Systems Engineering

So, how do we go about "engineeringSgsten? The first activity to do is to figure out what tisgstem
should be able to do. This is often callRdquiremens andSpecificatiors capturing Requiremats will

be collected from many sources, often called the stakeholdergen that there are many sources, a first
challenge will be to make sure that thRequiremens are well understood. Semantics come into play
but also correctness. Words can be vergwa and have multiple meaningEhe first stakeholder is the
potential user. What does he expect ti&ystemto deliver? Other stakeholders can be people with
different interests: financial, political, technical, production related, etite®@thes Requirenents will
act like boundary conditions.

We strictly distinguish betweerRequirement andSpecificatios. Requiremeng are often qualitative in
nature and the collectedRequiremens will often not form a coherent set. There will be conflicting
Requiremens, niceto-have Requiremens, musthave Requiremens as well aRkequiremens that are
not even related to theSystemto be developedOften, Requiremens will not be a sufficient base for
the engineering to start. TherefordRequiremens must be quantifiedand translated into concrete
Specificatios. TheRequirementmight say "the car will be a better one than the competitaviedel".

The Specificationwill give concrete numbers like speed, acceleration, fuel consumption, capacity, etc.
Specificatios covermultiple domains. MostSpecificatios will only cover the functionality in normal
operating conditions. OtheBpecificatios will cover issues of testing and important but not always
trivial to obtain are theSpecificatios that cover the cases when ths@re not normal, like component
failures or externally introduced failures are even damages tSywstem

OnceSpecificatios have been determined, engineers can start looking for possible implementations.
We call this theModeling activitiesbecause e Processs iterative and multipléviodels will need to be
developed. SimulatioModels, including software based virtual prototypes, can be used to find the best
possible implementation, butthey play an importantRole in verifying the soundness of the
Requiremens and Specificatios. Formal Models can be used to verify and proof that the
implementation will be safe. These two typesMddels can be developed often in a very different way
and using very different tools than the implementatiddodels. It can be beneficial that the
implementation Model is obtained from a simulatioModel (as it avoids a translation step) but not
always (because it also limits the conceptual views orSy&ten). Many people might not consider the
final implementation as aModel, but the reality is that many implementations can meet the
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Specificatios. ImplementatiorModels are really architecturdflodels as they define how th8ystemis
structured. This is where theEntities and Interactiors come into play. They are the seat the
Specificatios and the way they are structured will result in tBgsten's behavior and properties as
specified.

The above paragraphs were mainly concerned with defining and implementing theSygtem(the
"what"). Engineering however is alsoalt the "how" to get there and how to do that in the right way.

This is often callethe Work Ran. In a trustworthySystens engineerig Project this entails more than
developing theSystemand its components. As we have seen above, part of the work é®ltect the
Requiremens and Specificatios and to make sure they are complete and corrddegrettably, this
effort is not always explicitly planned for whereas research has shown that incéteggtiremens and

Specificatios are the most prominent cae that Projecs fail or deliver unsatisfactory resultt a

Systens engineering?roject work is grouped iWork Package These arghe core of eachProjecs.

They requireResourcs, Specificatios as input and consist of stlWork Package and a numbeof

distinctiveTasls.

The work starts by in parallel to thR®equiremens and Specificatios Work Packageto collect
background information and relevarReference. A goodProjectis not developed in the void and
should avoid reinventing the wheel. In addit, for certification purposes the relevant standards should
be made available, databooks collected, eBirganizationspecificrules, procedures andResource
must also be availabl&Ve call such informatioReferences. Theseare strictly speaking notgst of the
Project but can be very valuable sources of information.

A Systens engineerindProjectwill start with Work Packagactivities that verifies that th@rganization
itself is capable of supporting theroject Is the right $stems engineering dture in place? Is there a
trustworthy, certified quality Systen? How is humarResourceplanning organize® Not all these
guestions need to have a fullgffirmative answer to allowSystens engineering. Small and lean
organizationsan produce trustworthy mducts as well.

In parallel the supportive Processs need to be verified. Version management, configuration
management, test capabilities, documentation, procurement including qualification procedures for
acquiring external components, software toods, subcontracting should be in place before tRmject
starts.

The major work is the development itself. The first work to be done isrtalyze carefully the
Requiremens and the general context in which tifgystemwill be used. From these a coherent and
complete set ofSpecificatiors must be derived from theRequiremens. Specificatios are related to the

use of the Systemand the properties it must have, but already at this stage, e¢higroups of
Specificatios must be completed. The most obvious onesthe "normal casé ones. These are related

to the use of theSystemwhen everything is operational and tl&ystemis used as intended. A seab

class is related to testing, called thest cases' These must be specified because testability will impact
on the design. For example test points will draw extra current or state variables and parameters need to
be logged, requiring extra memory.
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The third groups is the most difficult one. These are related to when faults or malfunciaos We

call these he "fault cases" Finding these requires a careful analysis, often calleHAIRA (Hazard And

Risk Analysisin the context of safety engineering, but this equally applies to security related faiiis

step will try to develop the general faodel for the System resulting inSpecificatios for theSystem

to mitigate or even annihilate the effects of the faulth principle this step has to be done
independently from the implementation while thesBpecificatios must be availabldefore any
development or architecture is defined. This @ecause they can have an important impact on the
implementation and its architecture, especially if the consequences of failures or security breaches are
severe.

Once development can start, eatlork Packagavill produce one or more sealledwork products
They are well defined deliverablesd implement theSpecificatios. For this to happen th&ork
Packagewill need Resourcs (people, equipment, templates, ...) and eatliork Packagewill be
composed of a generic sef Tasls. The actual work is done inevelopment Taskin a colerent
Systens engineerind’rojectthis is followed byerification Task. These verify that the work was done
according to the specifie8pecificatios for the development (e.g. coding ralepeerreview, etc.). The
result of the development (thavork produc) is then tested inmTest Task Test Taskverify against the
Specificatios of theSystembeing developed, in casu those related to therk productat hand. When
all tests were succehll, integration and validation can start. Validation is against the original
Requiremens and answexthe question whether theSystembeing developed is the right one to be
developed. Whereas verification and testing mostly verifies that it was deveioghé right way.

The final steps areo transfer the development to production. A go&ystens engineeringrojectwill
have designedwith production in mind. This affects quality, it also affects the (financial) bctine
During the life time of &ys$em (or product) good engineering will have anticipated maintenance or
even upgrading to assure that theystemkeeps performing at its specified level. Finally, when the
Systemwill be taken out of service, it will need to be disposed off. Modemvirormentally friendly
engineering will have thought about that as well.

10 Some further thoughts.

As one can see, thBystens engineeringProcesshas wide ramifications. It starts early and it end long
after the Systemwas put to operational use. Important is aldo see that theSystemis actually
"defined" by theProjectthat developed it by also by thBrocesghat was used. As we have seen, a
Procesds also aSystemand it follows the same steps for developing it aBraject To illustrate this,
consider thetesting activities. They will follow a test plan, developed according to a template prescribed
by the testProcessDeveloping a test plan, even as a template, requires the same steps as we described
above Requiremens, Specification development, veriiations, testing, validation, ...). The work
product is a test plan template, that is subsequently usedRasourcefor a Work Packagevhere the

test plan isa template andilled in specifically for th&ystemor Systemcomponent to be testedThis
instarce of he test plan then becomes Resourcefor the real Test Task to be done on the work
product in developmentSimilarly, when &ystemuses componers procured from an external are
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internal party, this becomes &esourcefor the development whereagshe component wasfirst
developedin a previousProject Therefore one can see th&ystens engineering is not an isolated
activity. In the bigger scheme of things, edojectwill have it place in a culture and environment with
a history and itself wiljive direction to futureProjecs.

Configuration and release Management

Peerreview

Simulation Impleme_n e Implementation
Design
Requirements A
— . Validation
& (_ _‘ I | Test Release

Specifications

Architecture Unit Test | Wfaration |—

Design Design ~9

Testcases

Project Management and Tracking

Figure9 The Iterative nature of a project is more pronounced in the beginning

Another aspect is thaBystens engineering as described above seems to follow a sequefdewdirom
beginning toend. Viewedfrom a distance this is trueA good engineeringrojectwill know that for
exampleRequiremens are never really "final". Feedback from development, testing, etc. will detect
weakness in th&kequiremens andSpecificatios and hence the lattemight need to be adjusted. Once
development is done and validation was approved, most likely 8ystens will not meet all
Specificatios exactly due to small variations introduced during developed, uncertainties on design
parameters andSystemcomponentsacquired from elsewhere. Determining the final values is called
characterizatior(because it specifies a specific instance of$gsetenthat was developed).

If nothing is final and if the order of executing the different steps and activities is iterdtdw can then

we come to aSystemthat can be validated? The way to reach this goabtmte configuration
management As the attentive reader will have seen, tR®owimposes a dependency chaiActually
multiple ones one for each work product back tbe originalSpecificatios and Requiremens and then
additional ones for integratiorand validation. The finabystemcan only be approved (released for
production) if all preceding activities, intermedia®rocesss and Project Entitieshad been approved
before. This is necessary for two main reasongirst of all, the configuration of th8ystemmust be
consistent to allow validation and certification. Else, we would have many uncertainties. But, secondly it
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will save a lot of effort andResource. Forexample, if testing is done before verification is done, it is
very likely that testig will not just find functionakrrors, but simple errors due to development not
being done according to the specifidocesgsimple example: a wrong hame was useddorariable)
The most important state transition is whenPaojectEntity goes from e.g. "in work" to "approved". At
that moment, its configuration must be frozen. But because there is a precedence chain, it creates a
partial order of the steps to be denfor developing the work product. This is the key to allow concurrent
engineering on the different work product®rocessartifacts, Systemcomponerts). It also means that
the architecture ofSystemwill allow more concurrent engineering and developmenten it is itself
decomposed in concurreriEntitieswith well definedInteractiors. This is a key observation for what is
called today évolutionary' validation and certification. Today mamyoject are related to families of
products and often changing enpart will create a new member of the product family. the
architecture is not sufficiently modular and concurrent, then the whgfstemmust be recertified (re
verified, retested, reintegrated and revalidated).With a concurrent architecture, thigiork can be
reduced, although never fully eliminated.

11 A generic Model for Systems engineering Processes

Reading safety engineerimg Systens engineeringtandards can be a dauntirfigask certainly the first
time. There are several reasons for thigrst of all, these standards came into being gradually, often
driven by arindustrial need. Often, it is theork of acommittee, stretched over manyears. In addition

few scientific work has been done on the subject, although much work has been dosEeoialized
subdomains. For this reason current standeade often heuristian nature, albeit newer releases of the
standards (e.g. I26262) have clearly benefited from user feedback. It should be noted that there are
two classes of standards. Europeatandards are more prescriptivand normative whereas US
standards are more goal oriented, leaving it up to the user to prove that they have done everything
necessary to reach the goalExamples are e.g. BXY8B. These standards also follow more the
philosophy of the CMMI maturitpModel, whereby quality of theorganizationalProcesss (of which
engineering is one) is seen as a result of the "maturity" and capability afrtfenizationand less the
result of following a prescribedrocess

To get a cle@er picture on Systens engineering, we havanalyzeddifferent Systens engineering
Processs as described in the various standards and publications and tried to develop a generic meta
Model for it that can be applied to almost any engineeriRgoject Thereader will recognizethe
descriptions given in the previous chapter but this time we will line up the concepts and define them.
Note however that the concepts are defined at a generic level. Together they create theMoet of
Systens engineering. Domia specific concepts can further be derived from these generic concepts.
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Table2 Definitions of theGoedelWorkgerms

Term Definition

System The Systemis the Entity under consideratioras the object of theSystens engineering
adivities. This is called th&ystemunder develpment. It interacts with two other
Systens. The environment is the extern8lystemin which the Systemwill be placed
and the user or operator, with whom theystenfulfills its mission.

Mission The Mssim is the top leveRequiremenfor which theSystemis being developed.
Requirement ARequiremenis any statanent by any stakeholder that related to the mission of the
System

Specification A Specifications amapping of theRequiremens into a veifiable Requirement often
by quantifying and qualifying thRequirementstatements.

Reference A Referenceis any relevant input or information that is generic but is necessary
useful to carryout the engineeringrojector Process

Process A Processs awell defined number of steps and activities that define hoRrajecthas
to be executed.t also defines the wdxr products that must be deliveredllowing
verificationof the Projectexecutionand certification of theSystemdeveloped

Project A Prgect encompasses lhactivities, including those required by th&rocessagreed
upon, that contribute to theealizationof the Systemunder development.

Work Product Work Products are the endeliverables of aSystens engineeringProject These
consistsof the Systemitself and all Vérk Products specifiedby the agreed upor
Process

Flow A collection ofWork Package The term is mainly used for grouping relatdtbrk
Packags relative to theProcess

Work Package A Work Packagés aset of activitiescalledTasls, that are related to the developmer
of the work products. ANork Package consists oDevelopment Task Verification
Tasls, Test Task and Validation Task Work Packages requirgpecificatios and
Resourcs to be &le to execute theactivities.

Resource A Resourcas anEntity that is Requirementfor executingWork Packagéctivities. The
main ones are humaiResource qualified to take up a specifiRolein the Project
OtherResourcs are most of the time material in nature.

Role A Roleis a humarResourcemeeting specifilRequiremens in terms of capabilities a
defined by theProcessSpecificatios.

Development ADevelopment Tasis the activity that actually develops the work products.

Task

Verification A Verification Taskis the activity that verifies that the development was dor

Task according to the agreed updProcessSpecificatios.

Test Task A Test Tasks the activity that verifies that the developed Work Products meet ti
approvedSpecificatios.

Validation A Validaton Taskis the activity that after integration of abystemcomponents and

Task Work Products validates that the tested Work Products meet the original and appt
Requiremens.

Model A Model is a Work Product developed in Systens engineeringProject during the

development activities. The finally approve®ystem is considered as al
implementationModel.

Entity An Entityis a genericSystemcomponent, making abstraction of the implementation.
Interaction An Interactionis anEntity that creates astructural connection between one or mort
SystemEntities
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Link A Link is a relationship between one or mé&etities

Issue An Issue is created whenever a question comes up that needs further investig
Issues need to be analyzed before they are taikéom account, but it is importanthat
they are carefully analyd.

Change A Change Request is a request to make a significant change (e.qg. in the specifica

Request implementation) after these Project Entities were already approved. As a rdseltto
the dependency relationships, a Chang Request resul in a significantamount of
rework to be done.

This list is certainly not complete but new terms and conceapisuld be refinements of thesgeneric
terms. Refinements can be driven by a sfie domain orProcessof by a further decomposition and
definition of attributes.

By themselves these concepts do not defin&ystens engineering®rocessor Project (as we will see
further this distinction is for practa reasons). In the next sectiomge will link these concepts and
define their possible state attributes.

12 The Systems Grammar of GoedelWorks

Just by defining concepts, we dohdve aSystem This is true for th€rojectdomain and this is true for
the Processdomain. In theProjectdomain, we create &ystemby defining how the differenEntities
interact. In theProcesslomain, we define how the differerEntitiesare related. The concepts and their
relationships define an emeirgy Processhat has meaning st like the Grammarruleson the terms of a
sentence give the sentence a specific meaning. Therghegesall this theSystens Grammatr

12.1 Systems Grammar
To understandhe emergence of meaning inRroject one must look at how aBystememerges in a
Processlt in initially very mule a mental, cognitiv®rocessione by humans.

When a stakeholder speaks or thinks about tMis'sior' of a System he probably has a mental picture
about the System Likely this picture willesemblesomething he knows from seeing in the real world or

a virtual world (e.g. movies and cartoons). What follows is a mdPtatesof refinement. The mission,

as a top leveRequirement(e.g. We need a deep ocean submarinés)decomposed in more specific
Requirementstatementsabout the Systemuntil an atomiclevel has been reached, e:the submarine
should beyellow'. TheProcesss one ofdecompositionandrefinement, not one of derivation. We call

this astructural link. As is often the cas&equiremens will often be overlapping and not necessarily
fully coherent. As they are defined without much analysis, there will be confli®Reguiremens,
certainly when we take into account the boundary conditions of a real implementation. Engineering is
always arade-off exercise.

Once everyone agrees on tiReqlirements (subject to further investigatiorthat are to be retainedwe
can consider theeRequiremens as "approved"Oftenthisis often called th&ickOff point ina Project
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at least if it is decided to go ahead with the next steps. S&mogecs wil start earlier, somérojecs
will then stop as this decision acts as a "gate" for the next steps.

The next step is to refe the Requiremens into hard Specificatiors. With this we mean that we derive
concrete instances from th&equiremens. Concrete mans that they become measurable, verifiable
and also implementableOne can consideSpecificatios as quantified or qualifiedRequiremens.
Practically speaking, we caelector developdesigrs that meet the Specificatios and we can define
tests that alow us to verify it. The relationship betwedRequiremens and Specificatios is one of
dependency We call this amssociation linkMultiple Requiremens will result in multipleSpecificatios
and multipleSpecificatios will be derived from multipl®eaquirements. Sinilarly, Verification Task will
have association linkwith the Specificatios for the Processo be followed during theDevelopment
Tasls and Test Task will have an association link with th8pecificatios for the work product
developed duing the development. Proces$ and 'Project’ can be seen as the container of thizoWw"
and the What" aspects oBystens engineering.

The actual development work to be done is the developmentEwittties that implement the
Specificatios. We call these th&/ork Products ForProces<ntities these will typically b&emplates or
guidelines (when developing Brocesk For Project Entities these will be reports or documented
evidence (when the work product isRroject Requiremen} or the Systemor its Sysem components
(when the work product is BrojectRequiremen}. The Work Products are the result of the work done in
Work Package composed oTasls (Development, Verification, Test aWdlidation Task). Hencélasls
are structurally linked in &/ork Packge TheValidation Task was not discussed yet and verifies that
the Work Product meets itRequiremens (answering the questionis'it the right Entity?"). A Work
Packages however also linked with the inputs it needs: w8hecificatios (for the WorkProducts) and
with its requiredResource. One could see th8pecificatios also aRkesourcs, butfor clarity it is better
to separate them.

In a SystemdevelopmentProjectthe Work Packag@roduce Models as their Work ProductdModels
can further be decmposed in subModels and finally intdentitiesand Interactions. A Model has hence
an association link with Work Packagand a structural link with it composirigntities

Note that almost anyEntity can be decomposed in smaller skbtities Additional Entities that are
related to aProjectare Referencathat can be associated witRequiremens andChange Requesiand
Issues The latter two can be associated with dftity.

The result of introducing these links can best hesitlated graphically. Theolowing graph is generic
and makes no difference between structural and association links, neither does it specify subtypes and
attributes that are needed in re&8ystens engineering.
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Figure10 Simplified Systens Grammarin GoedelWorks(legend: see table below)

Table3 Acronyms used in th&soedelWorksSystem Grammar

SYS System DEV Development Task
PRO Process VET Verification Task
PRJ Project TST Test Task

WPT Work Product VAT Validation Task
MOD Model RES Resource

ENT Entity REF Reference

SPC Specification CHR Change Request
REQ Requirement ISS Issue

Isll The Systems Grammar of GoedelWdrkdtreonic "From Deep Space to Deep Sea"
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A superficial reading of the preceding chapters might raise the question if what we describe is a classical
waterfall or VModel for the engineerig Process This means that the different activities follow a strict
linear order in timg(Requiremeng-Specificatios-Work Package etc. - Work Products). This is a wrong

view and not desirable. First of all in@ystens engineering”rojectnothing is stéic unless frozen or
approved.Most of the timeEntitieswill be "in work".Secondly, mosBystens engineeringProjecs will

need to deliver hundreds or thousands of Work Products and concurrent engineering is almast.

Thirdly, Systens engineering isn iterative Process Requiremens might have resulted in unrealistic
Specificatios or while working on the implementation, new issues will have been discovered and
therefore Specificatios adapted.

To bring orderin its executionSystens engineering wiks with 'states' for all Project Entities Each
Entity (for example aSpecificatioi starts his life when it is created. We call this staiefined'. Once
defined, it has to be completed and worked upon. We call this stitéNorK'. At some point in the,

the Specificatiorwill be frozen, we call thisFtozen for Approval If the Specificatioris then approved,
we call this Approved'. At this moment anyone making any change to 8ecificatiorresults in the
Specificatiorbeing put to "In Work" again

Why is this important? Configuration management is related to the association and structural links. For
exampleSpecificatios are input to theTest Task If the Specificatios are not frozen and approved,
testing will have to restart whenever tHgpedications are changed.

What results is that all Work Products can only be approved if all precdelinigies have been
approved. This defines the final, approvB8gistemconfiguration. The links create then autotitally a

chain of approval events thayrchronizethe Projectat the state transitions to "Approved”, hence a
partial order in time. As long as everything is not "approved" work can proceed in parallel, provided
there is not a dependency. This also shows why a modular and concurrent architiedbargeficial. Not

only does it promote concurrent and iterative engineering, it will also be more resilient as errors (and
faults) will have less global impact.

GoedelWorkdiandles the state transitionasing the following rules:

1 NoEntitycan be approvednless all its precedingntitieshave been approved.
1 NoEntitycan be approved unless all its structugaititieshave been approved.

12.2 Systems Engineering as a collection of Views

The reader might be surprised that the wh@gstens Engieeringcan bedescribed with only 15 types
of Entitiesand 2 types of relationships. This is the resulfarfmalizationwork whereby a hierarchy of
meta-Models, Models and specific instances was further refined and grouped in an orthogonalliaay.
result was a concretSystens Grammar

What makes Systens Engineering confusing is that several views on 8wstem are present
simultaneously and this often results in different terminology in the natural language domain.
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In the Requiremen$ and Specificationphase the sulject of interest are mostly properties of the
System As this should be done before an implementatiotM@del with its Entitie9 has been selected,
the difficulty is that one has to think abstractly. Certainly for the HARA phase thhallenge as one
ha sto think about failure cases that should not happen at all (but they will eventually).

In the development phase, thBpecificatios will have been mapped ontiwlodels and theirEntities
This is an architectural view.

In the planning phase, the attéion shiftsto Resourcelanning withmilestones and deliverables.

The most confusing is perhaps that before a trustworystens engineerindProcessan proceed, the
methodology must be defined and concretely this means that Bmecessis defined. Devieping a
Processs aProjectin itself. It will follow a similaProcessas the one it will develop, although more on a
intuitive base because there is not standd@docesgdefined. ProcessRequiremens come from many
stakeholders through external and @rhal standards and regulations. Thagve a societal context, for
example because safety and security related risks have toitigatedby lawand certification will often
be a legaRequirementbefore the Systemcan be put in service dhe product carbe commercialized
While these standards speak of work products, these are actRaltpiremens andSpecificatios for
the developmentProjecs. If a specifiorganizationhas adopted such a standard baderbcessit will
likely have developed templateeksions to reduce the administrative and management burden on the
engineering itselfHence, we see that a work product like e.g. a test plan will morph frédefarence
into a ProcesRequirement into aProcessSpecificationinto a template and finalljnto a specific test
plan resulting in a test reporiSimilarly, a component procured for the execution oPmject might
have followed a similar path. In each of these steps is likely to be given different names.

The result is that &ystermunder develpment when approved and released for production is more than
the Systemitself. It is the result of all the different views combinggs trustworthiness and quality are
long terms issues, it shows the importancetiagfceability. It also shows how this isvdedded in the
culture of theorganization the region, the society and the education that people receive.

13 Safety standards awareness

One of the issues iBystens engineering is that when certification isR@quirement many standards
can be applicableMoreover, legaRequiremens will differ from country to country and depend on the
application domain. In addition, standards are often either prescriptive but often outdated with respect
to technology, either goal oriented but leaving it up to the engireg organizationto follow a
certifiableProcessThis is a bit strange as we have shown &ystens engineering is very universal. The
current situation is due to historical reasons and the state of the pradmctuding legal preoccupations

in relaionship to liability issued~or the following we will limit ourselves to certifiable safety standards,
applicable in the context of the automotive and machinery industityese were introduce@hen the
complexity increase resulting from the introductiof grogrammableelectronics forced to think more
Systenatically about howSystens with safety risks need to be developed.

Safety standards awarenegsg\ltreonic "From Deep Space to Deep Sea"
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13.1 Standards for embedded reprogrammable electronics
The root of these standardss ilIE@1508. It covers the completsafety life cycle but needs
interpretation for sector specific application.dtiginatedin the Processontrol industry sector.

The safety life cycle has 16 phases which roughly can be divided into three groups: amaljzition
(development) and operation. All phasese concerned with the safety function of th®ystem
Composed of 7 Parts, Parts31contain theRequiremens of the standard (normative), while 4 are
guidelines and examples for development and thus informative.

Central to the standard are the concept$ risk and safety function The risk iseen asa statistical
function of the hazardous event and the event consequence severity. The risk is reduced to a tolerable
level by applying safety functions whi may consist of electric, electronic or embeddseftware or

other technologies. While ber technologies may be used in reducing the HiEK; 61508nly considers

the electric, electronic and embedded software

From this standard, extensions were developed for specific segments. For example:

Automotive MISRA and later |SZ5262
Railway: EM0128

Procesdndustry: IEG1511

Nuclear Power Plants: IEC 61513
Machinery: IEC 62061

= =4 =4 4 =4

13.2 ASIL: a common safety engineering Process focused around ISO-26262

While in principleGoedelWorksan support any type dProje¢ and Processits metaModel was tuned
for Systens engineerindg?rojecs with a particular emphasis on safety critiPabcesss and certification.
Organizationgan add and develop their owProceses as well as import them (when made available in
a prope format).

A first Procesghat was imported is the ASRrocess The ASIProcesss aProcesshased on several
safety engineering standards, but with a focus on the automotive and machinery dorttaimas
developed by a consortium of Flanders Drive memsbandcombines elements from IEC 61508, IEC
62061, ISO DIS 26261SO 13849, ISO DIS 2518%) 15998CMMI and Automotive Spic&hese were
obtained by dissecting these standards in satoimic Requirementstatements and combiningn a
iterative VProces Model. It was enhanced with templates for the Work Products and domain specific
guidelines.

In total the ASIIProcessdentified about 3800 serratomic Requirementstatements and about 100
ProcessNork Products, although this is a still-gning effort. The ASIProcesslso identifies 3rocess
domains:

1 OrganizationaProcesss.
1 Safety engineering and developmdProcesss
I SupportiveProceses
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The ASIPProcess-lowwas imported by mapping all ASEntitieson GoedelWork<Entitiesand adding
the missng Entities association and structural links. Examples are:

1 UponWork Packagereation, a set ofasls is added and structurally linked.
1 Specificatiorand Requiremens Entitiesare added for the Work Products.

For this reason the imported ASIL still neddsbe completed to create amrganizationor Project
specificProcesslt is also likely thabrganizationspecificProceses will need to be added. As ea€éhtity
in GoedelWorksan be edited, this is directly possible oGaedelWorkgportal.

13.3 Certifica tion vs. Validation

If a Systens engineeringProject reaches the validation stage and ti&ystemis approved, why is
certification still needed? Certification is first of all a leBalquirement By definition, it is not a good
practice if certification wald be done by the samerganizatiorthat executed theProject Even the best
organizationand best possibl€rocesss still executed by humans and the whole goal of Systens
engineeringProcesss tomaximizesuccess in a cosffficient way. Thereforecertification has to be seen
as an extra revalidation step executed by an external auditorganization Certification does not try to
discredit theProjects results, it seek confirmation that tHeequiremens, at least those relevant for the
certification, were met and that there is evidence that the everything was done that needed to be done.
Therefore, certification is often based on examinargl reviewing the "artifacts" of thd’rojectbut it
will also execute spot checks and everything else thight be needed.

Producing the evidence is something that must be done duringPttegectwhen the work is actually

done. Examples are test reports, issue tracking, meeting reports, etc. This work is what often scares
companies as it doesn't come for fre€ollowing aProcessost extra time andResourcs, but has also
benefits. TheProjectwill become more predictable and traceable, errors are detected in an early stage
(when they cost less to correct) and when consideringdifele costs, it might turout to be cost
efficient, especilly if support and maintenance costs are included. In the worst case, a serious issue can
be discovered when th&ystemis in use and operational and recalls to fix these issues can be very
costly, not only financially bwlso in reputation damage, etc. Therefoeoertification is a must but there

is every interest to reduce the cost.

The GoedelWorksenvironment contributes to this on sever@vels by automating the engineering
Process

1 Theorganizatioruses a standardaware Process

1 The approvaProcesseduces rework and double wark

1 The certificatiorartifactsare generated during development.
1 Organizationgan "precertify” by following theProcess

The cost of running 8ystens engineerind?rojectwill also be educed because th&oedelWorkserver
keeps track in a central repositonf all changes and dependencies. In addition, people all over the
world can collaborate because all data is centrally located and edited.
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13.4 Organization specific instances of GoedelWorks
N The GoedelWorksenvironment is a very
ooplevet, flexible tool for Systens engineering. It

architecture provides following functionalities for a
distributed team:

Views ]| Table \ Table
MetaModel

Database engime
(encrypted?)

Checker | Project support from
(1-N) . . .
Codagens, { COmPpute-server : Requiremens till release for production
routing, (1-N) View generators )
o W-engine: """, an (no need to use the ASRrojectFlow).
,77T0 y et ) Queries, pdf dcs, i
______ G 3 e, - 1 Project support from

Local fileserver

........ Requiremens till release for production
ISe?,si@ (with ASILProjectFlow).
ogin handler
T reusiomer o ojocty 11 Customizationand completion of
' ewsewera:wlornla‘s’é"'wer the ASIIFlow, depending on the industry.
can be loca
Traffic = only DB data, (encrypted?} | rraffc = Roquests 1 Developing newProcess-lows.
equest Results Add-Del-Mod Entities & . i -
v Operations || Adding organization specific
A//: D) Processs.
r,:,"::n l:: Separate . .
osizs process 1 Creating a snapshot of tHeroject
Switching) H
Server ONLY oporatesondata T — in html or pdf format
Client ONLY display or edit ﬂ Generating dependency and

Logging }

precedence trees
1 Importing and exportingProjecs
q User management

.
e

DISPLAY and Ul

The current release allows linking with
third party development environments by
URL links.Future versions will directly

tandalone app

Text and or JS based?
graph edit
Client (1-N)

Figurell- General setup of the GoedelWorksenvironment. interface to these environments, and
might bring their own implementations

honed for systems engineering.
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14 Description of GW environment

14.1

General view

TheMain window ofGoedelWorks@Wfor short)hastwo main views

1
1

Firefox =

Entitiesview
ProjectAdministration view

WP-206: 10_000_sysi i 001,

ing [Finalize the system snd vehacle/machine integration ard testing plan) | Changelog | Mﬂ'ﬂ‘TM+ Py -

cond
* W REQ- 208: 10_000_sysintegratiorandiesting 004 _cor|
* {0 5PC-210: 10,000_sysintegrationandtesting 004_con| test metf test cases will bederived using an approj liate
* {8 WP-208: 10, u)ummwm.g_mz_sﬁu

* (B REQ-209: 10_000_sysini

- Workflow

sue e (i

= Edit Entity: WP- 206

e [0 500 mys

[

g [Finalize the system and vehicle/machine integration and testing plan]

Diescription Text :

BOUE &« BEEHE®E| ) TH EE =S g3 ES 9®

During this step, the

system integration and testing plan and vehicle/machine integration and testing plin ls being finalized a5~
Ntl for tnt tmnm and vehicle/machine integration and testing activities. Besides, the system testing a g
are created during this step.
Note that the system and vehicle/machine integration and testing plan is already created during the gystem desian phase.
Defining the integration and test strategy
The integration and test strategy is detailed based on the system design specification, functional safety concept
To ensure the appropriate specification of test cases for the selected system integration

_omblnauon af

: A SPC-211: 10 ¢ 0('.0 mwammmm B brid o riipabrmits
AT O WRATRI! 3ngInCema) INCArTRCRE o a
Gacaraiion and snairis of equivaience clasiaa for baromare | _ B ey
L
Anaiyais ofboundary valuss —
Knewiadge e axpavinncs bated arver fueting ::
Anatysis affuncional Segandencies m

saquences andsoorees | R =y

and the

the methads listed in the table below:

Respensible: lpm”w

Consulted: [ Test Manager

Figurel2- The general view of GW after ASIL import (Entities View)

14.2

14.2.1
)l

1
)l
)l

14.2.2
T
1
)l
)l

Structure of the GW window s

Entities view
Navigation tree (left pane
Tool bar
Main area, divided in tabs
Entity view
o Changd.og
o Dependency Tree
0 Precedence Tree

Project Administration view
User management
Import/Export

Error Log

Glossary

Descripion of GW environmenf Altreonic "From Deep Space to Deep Sea"



Trustwathy Systems Engineering with Gle#\Works

14.2.3 Toolbars structure
1 Create instance dboedelWorksype
1 Generate document (in pdf or html format)
9 Set horizontal or vertical view

I Reference v l @ Create D’ Generate Document @

i Select view or edit mode

R 4

1 Logout and help function

“3 root Logout Help -

14.3 User management page
Here a new user can be registered.

| Enliliqgl Progect Administration l

“3 root Logout H!b'|

H (User Management| | import/Espert | Erer Log |

E-ma Address
admin@altres..  Linden

14.3.1 The import/export page

The content of ASIL portal can be exported in a file in JSON format.
This file can be reamported.

14.4 Creation of Entities

To create arEntityselect from a drop down list thEntity type and press the create button.

14.5 Editing and verification of Entity states

The user (with appragate rights) can e.g. approve the state of Bntity. HoweverGoedelWorkswill
verify that all precedindentitieswere approved before. If not, an error megge will be shown with the

list of Entitiesthat need to be approved first.
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WP-100 WP-101 WP-102 WP-104
WP-105 WP-106 WP-107 WP-108
WP-110 WP-111 WP-112 WP-113

WP-114 WP-115 WP-116 WP-117
WP-118 WP-120 WP-122 WP-124
WP-125 WP-127 WP-82 WP-98
WP-99 are not approved

Figurel3- Automatic verification of status of preceeding entities
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14.6 Dependency and precedence graphs

(&2 (&) - (0 wpur . -] [ wikpedio en) Al #
Om&m/c&‘uwmﬂwﬂwlmnwwﬂIwimmﬂw + 0 0|
E root Logout help ]
N
| cwneen | precesence Tree |
|
* B REQ-11%: DSb_D00_Vesification of SW - son) (In Work). B
* @ PROE: 01 concept * [ REF 583 IEC_62061H.A.6.113.L.
» @0 n‘ﬁmwww » (8 REF-1838: 1S0_CD_262626-6.4. 200 [Verification of the software archviechural desion) (In Work)
[ PRO-10: 03_000_evecutsharasafetygoals
» 887R0-17: 04_000,_funcsaetyconcept (n
* {3 PRO- 18: 05_000_sysdevini (In Work)
» 887R0-19: 06_000,sysdesp (n worl)
* (8 PRO-23: 08a_000_hwpiarwing (in Work) 4
b 8 PR0-24: 066,000, udesgn in ork] v oo o5 2674 180 Potomachod Do i )

|m mmmmn 1840 (Perform method: Dsta fow analyss) (In Work)

|mmmmm674mm—mmhmmmm &

B SPC-119: 096,_000_Verificatee:of |

B 000,
» @ ovT-119: 0% 000 venasnerf|| B & D |'\ -~
» {8 VET-115: 050 000 verfcaton of

* 8 TET-119: 09b_000_venficaton of |
3 000

[ WP 120: 09 _000_Speciication of ] - —————F =

P [ - 1212 0%_000_untegratonang -

* B WP-122: 0%, of SPC-119 REF.1838

) Bz o om ((onen Aokt D ) (150,00 260644300 rbpen st e sttt | /| EC 60615 13120 i ]

* B FRO-3: 12_000 hwntegrationandiestng 23T ]

v
5 KPS

» {38 PRD38: 17_000_prodhueson.

X 1 o] [mﬁmﬂi v of Softws ]»__ -

I'H‘vﬂ
Ssftmar_veifieaion rportdoc | | 09000

VETI

Figurel4 - Automaticallygenerated dependency graph.

14.7 Document Generation
In this implementation, a pdf or html file can be generated as a snapshot &rtiject The current ASIL
Processn itself generates about 1000 pages (without the attachments).

Define parameters for document generation Define parameters for document generation

Choose output document format : ‘Choose output document format : _
o) (2o
HTML

14.8 Error Log page
All errors encountered can be tracked via the Error log page

[ User Management ” Import/Export |

ERROR Thu Aug 11 2011 12:53:04 GMT +0300 (FLE Daylight Time) 12:53:04 cursor.py:406

callback failed

Traceback (most recent call last):
File "/home/dmitry.panfilov/python/lib/python2.6/site- packages/asyncmongo/cursor.py”, line 404, in _handle_response
orig_callback(result['data’], error=None)
File "/home/dmitry.panfilov/gw_88/docgen.py”, line 77, in on_find
project=self.project,
AttributeError: 'DocHandler’ object has no attribute 'project’
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15 Small Project example

Below some screen shots illustrating a srRatljectas example.

The first screen shot shows WIR9, labeled "Create preliminary safety architectur defines aVork
Package WP-129 defined in the ASIRrocessFlow as part of theProcessPRG31 defining the safety
concept.

Sy.ﬂemﬂn\‘lodd =3 @
::nstr‘;s:s‘::mm Ongin: [ astt )
PRO-3: Supporting Processes (In Work) Description Text : 7 2 R
> @ RES-1: ASIL Guideli B8 S| E @ @ - £ E E % @I EE e e
R e e BOUE & B[ LoT e EE = gm = E :

¥ B8 PRO-4: System Safety & Engineering Developmd Develop a safety architecture concept

* @ PRO-22: 01_000_concept (In Work) Note that the safety architecture concept includes the redundancy and independence concept for the elements and can be
* @ PRO-23: 02_000_definemethodologyharasafy given in block diagrams form. An analysis of dependent failures can be useful to check the independence concept.
* 8 PRO-24: 03_000_executeharasafetygoals (In Allocate the functional safety requirements
¥ 8 PRO-31: 04_000_funcsafetyconcept (In Work
* @8 Wp-128: 04 000_funcsafetyconcept 001 | ® The ion of fi safety requis shall be based on the of the i k
i fi concept, op modes and system states, physical limits and eenstramts fault tolerant time

span and emergency operation for the system.
® In the course of allocation, the safety integrity level and the information given in "Derive functional safety requirements
from safety goals" shall be inherited from the level above.

> @ REQ-130: 04,000, funcsafetyconcept 005
* @8 SPC-130: 04_000_funcsafetyconcept 005,
» @8 WP-131: 04_000_funcsafetyconcept 007_
» @ REQ-131: 04_000_funcsafetyconcept 007
> @ SPC-131: 04_000_funcsafetyconcept 007,

* @ PRO-32: 05_000_sysdevini (In Work)

» @ PRO-33: 06_000_sysdesign (in Work)

» @ PRO-37: 083_000_hwplanning (in Work)
» .38: lmd«’g

> : mg:'g'”m:g“; \::',*) ® If several fi safety i are to the same archi element, then the architectural element

» @ PRO-43: oob'ooo'm.gn (In Work) shall be developed in acoordanoe with the highest safety integrity level for those requirements.

¥ 8 PRO-45: 133_000_swunittesting (In Work) ® If the system comprises more than one then the safety req for the

» @ PRO-45: 13 000 swintegrationandtesting “n and their shall he derived from the. safaty the. sustam.
2 I PRO-47: 12,000 ible : | Safety Mansger ]
Consulted : [ ]

Figurel5- Example Reference requirement of ASIL flow.

In the precedence tree we can see where it is derived from (in partidudan statements in the
IEC_61508.PARL) and 1SQ6262 part 3 standards).
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Figurel6 - Referenced requirement statements in standards

The Projectis the development of a suBystemin a "shiftby-wire" development. Of which the nia
screen is shown below.
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