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1 What is a System? 

It might surprise you, but while the word "System" has its origins in the Greek philosophy, It is only in 

the last 50 year, with the rapid advance of electronics and computers that the word System become a 

standard technical term. The meaning is still the same, but what motivates the use of the word  (vs. for 

example machine) is the underlying complexity. Electronic Systems today can have thousands of 

components, each component being a complex System on itself. A modern state of the art Processor for 

example has a few billion of logical elements. Still, what we see on the outside is only often just a piece 

of plastic with some tiny metal bumps underneath. Such a System might be a part in a larger System 

(e.g. your laptop or your car). Each of these larger Systems might again be just a component of a larger 

System. For example your laptop is connected to the internet System and your car is part of a 

transportation System. In these two examples, the smallest part might be just a few tens of nanometers 

large, the largest part is the world itself with its dimensions that is about 10000 billion times larger. 

Therefore, let's take the following definition:  

A System is a layered and structured collection of subSystems, often called System components, that 

together act as a whole and provide a specific functionality.  

This definition is still generic and fairly vague. In the following chapters we will make this definition more 

concrete (when we look more in the details), but more abstract as well (when we try to find the 

common properties for all Systems). Let's start by taking a look at some examples. 

First of all, our natural 

environment is full of 

Systems. See for example the 

system of North. Every living 

creature, every plant is a so-

called biological System. All of 

these, including our own 

human species, interact with 

each other somehow, 

sometimes in the System that 

we can call "life on earth". 

Also earth is a System, itself 

Interacting with the sun 

(mainly to receive energy) 

and the moon (resulting in 

our daily tides). Humans are also social beings and our civilization is full of social, economic and political 

Systems. Most of these have, more or less, spontaneously emerged and evolve every day. While these 

natural Systems are very complex and very interesting to study, they will not be our focus, even if we 

can certainly apply some of their mechanisms to the Systems that interest us. There is even a term 

Figure 1 -  The System of North Calorina (Carolina (Src:  http://  www.enst.umd.edu)    
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called "social engineering" but this is not what we have in mind. On the contrary, this is maybe exactly 

what we want to avoid in real, trustworthy Systems engineering Projects. 

 

Figure 2 - The many subSystems of the car as a System 

The Systems that interest us are the human-made ones. An example is a car. These Systems are often 

very complex and we could call them technological Systems. What distinguishes them from the 

biological Systems is that they are the fruit of our human intelligence and not of millions of years of 

evolution. What distinguishes them further is that these Systems often require the use of many other 

Systems (called tools) to make them and the use of many components and many Resources. As such, 

such a technological System has a long history if we trace the origins of every component and embodies 

decades, sometimes centuries of human knowledge. And while these Systems are not as complex as the 

natural ones, they are often the result of a concentrated effort to produce the System from just a few 

statements that describe its mission ("We will go to the moon and return") in a relatively short period of 

time.   
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2 What is a Trustworthy System? 

The example given above is for the normal earthling perhaps 

too far away from his daily occupation, but illustrates very 

well the concept of Trustworthy Systems Engineering. The 

technology was still in its early days, there weren't that many 

computers yet, but a goal was defined to bring a man to the 

moon and bring him back on earth safely. This set a Process in 

motion that would produce the Saturn-V rocket, the Apollo 

cabin and Lunar Lander and it actually set 14 people on the 

moon and returned them safely. One mission even showed 

that the System was resilient enough to bring back astronauts 

when their Apollo life support System was seriously damaged 

by an explosion. Even if astronauts are clearly taking more 

risks than the average person, at the end of the day, what it 

came down to was that the risk was a calculated risk and no 

astronaut would have volunteered to step into the Apollo cabin on top of the Saturn-V rocket, if he 

wouldn't have had sufficient trust that he would safely return. Therefore, the space programs have been 

a great catalyser for developing the discipline of Systems engineering. 

There are of course other domains where Systems engineering developed more than in other domains. 

The avionic sector, the defense sector, the shipping industry, industrial manufacturing and railway have 

always had a concern for safety, especially as accidents had shown that things could go wrong and 

people could get killed. This has resulted in the emergence of safety standards. Table 1 lists the most 

prominent safety standards. There are many more, dedicated to e.g. steel and concrete structures. Often 

these are more "normative" rather than describing a Process. 

Table 1 - Examples of safety and Systems engineering standards 

IEC-61508  Functional Safety of Electrical/Electronic/Programmable 
Electronic Safety-related Systems 

ISO-26262 Road vehicles -- Functional safety 
DO-178C Software Considerations in Airborne Systems and Equipment 

Certification 
DO-254 Design Assurance Guidance For Airborne Electronic Hardware 

EN-50126 Railway applications - The Specification and demonstration of 
reliability, availability, maintainability and safety 

ECSS-E-ST-40C ESA- Space - Software Engineering 

 

The major concern in these safety standards is to avoid that a System can harm or kill people. The point 

of view is one whereby the risk of this happening must be small enough and that the cause of this 

happening is a malfunctioning of the System, either because some parts break, or because external 

events (like the Titanic hitting an iceberg) cause this to happen. As explained in the previous chapter, 

Figure 3 - Apollo 13 safe return on earth 
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any System is part of a larger System and in particular the environment in which it is used. A well 

executed Systems engineering Process anticipates such failures and depending on their probability of 

occurrence, their severity and potential consequences takes measures to keep the consequences within 

acceptable limits. In the less severe cases, a simple warning will be issued that repair is needed, but 

indicating that the System is still functional. In more severe cases, part of the functionality will be lost 

and the remaining parts will try to keep the System as functional as possible. In severe cases, a 

shutdown will be in order and all functionality will be lost. What makes safety related Systems 

engineering challenging is that there is a long dependency chain, that the System might contains millions 

of parts, that many people will be involved and that many steps have to be taken. The challenge is to 

make this Process predictable. 

There are however other classes of failure causes that also must be considered. In safety most of the 

attention goes to physical causes. As our Systems, increasingly containing computing devices that are 

inter-connected but also having connections to the outside world (a simple USB port is enough), they 

are also vulnerable to deliberately injected faults. Often, this is done in a way to avoid detection. We call 

this a security breach because the integrity of the System was jeopardized without any physical damage. 

Once the fault has been introduced and activated, it often will be indistinguishable from a physical fault 

and the safety related risks are the same.    

Another source of risks is the human user itself and related to that the way he can or is allowed to 

interact with the System. In this case the risks are related to many aspects. Many Systems are 

increasingly complex and no user is supposed to know all the details of the inner workings. Hence the 

interface with the System should be predictable and clear. For new users, it should be intuitive. As the 

user, just like the environment, is part of the larger System that controls the System, he should take the 

right actions at all times. To minimize this risk, we say that the usability of the System must be 

adequate. The challenge is here that this involves familiarity, hence convention and even adequate 

training while the diversity in humans is large, and psychology is often not a discipline in which 

Trustworthy system 

Safety 

 

no physical 
fault can 

cause harm 

Security 

 

no injected 
fault can 

cause harm 

Usability 

 

 no interface 
fault can 

cause harm 

Privacy 

 

no personal 
data loss can 
cause harm 

Figure 4 -  The pillars of Trustworthiness 
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engineers excel. 

 

Lately, as more and more Systems became interconnected and increasingly record our personal data, 

this is a factor as well. There are privacy issues but as more and more financial transactions are 

electronic, our private data can be abused to cause financial or other harm. Until some years ago, this 

was a small risk, but as the border between embedded Systems and general purpose computing 

Systems (often called IT Systems) is becoming opaque, this aspect is gaining in importance. 

With this view, we can understand that what really matters is that a user (whoever or whatever that is) 

can trust the System. We call this Trustworthiness. It is clear that for a System to be trustworthy, it is 

not sufficient to be safe. We define it as follows: A trustworthy System is a System that a user can trust 

to meet high standards of safety, security, usability, privacy. 

3 What is Systems Engineering? 

While we have already used the term above, we have not elaborated on it. Systems Engineering was 

defined as follows:  

Systems Engineering is the collection of activities to be taken in a Systems engineering Project to define 

and develop a System that will meet all expectations. 

This is a very generic definition. It applies to any human made System, whether it is social or technical 

one. We will focus our attention on those Systems that are complex enough to pose a challenge to 

develop them as trustworthy ones. A System can be classified as complex  if it involves many activities, 

many components and many decisions that need to be taken. In particular we are mostly concerned 

with embedded Systems, Systems whereby electronic hardware and software are used to make the 

System meet all its Requirements.   

Systems engineering is however not an isolated set of activities. It is a System in itself that follows a 

Process with many dependencies, but in general we can distinguish 3 main activity domains: 

 

Organizational Processes: Systems engineering can only work if it is itself embedded in an 

organizational  environment that provides the pre-conditions for success. A simple example is 

recruitment and human Resources management. A Systems engineering Project is a complex 

one and it requires people with the right skills. It also requires an organizational culture that 

favorises a true engineering  culture. The latter is not restricted to only technical activities. An 

efficient organization that is capable of good communication with potential users, planning 

Resources, procurement of parts and product manufacturing are equally well needed. 
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Supporting Processes: to execute a Systems engineering Project, the organization needs to have 

a number of technical Processes in place that are generic for all Systems engineering Projects. 

Their goal is to support the development and engineering to become less chaotic. A simple 

example is version management. This must be in place to avoid that engineers spend  their time 

figuring out what changes their colleagues made to other parts of the System. It is also essential 

to make sure that the final System has a well known and coherent configuration. 

 

Development Processes: these activities are the core of the work to be done. While the most 

gratifying ones are the development itself, true engineering consists of a lot of other activities 

like defining and analyzing the Requirements and Specifications, developing simulation Models, 

verifying mathematically (using tools) the correctness of the Models, testing and verifying and 

finally integrating and validating the results. 

A Systems engineering Project is seldom an isolated 

activity and requires a full life-cycle view. Activities 

that have an impact before the Systems 

engineering Project starts are for example the 

formulation of goals and concepts, Requirements 

collection (from any stakeholder) and legal or 

societal Requirements. There might have been 

previous Projects are parts already developed. 

Activities that must be taken into account after the 

System was developed are first of all the production 

of the System. Design for production is an 

important Requirement. Once the System enters its 

operational life, users must be trained and the 

System must be supported and maintained, maybe 

even upgraded or redesigned. And finally, when the 

System is taken out of service, it must be disposed 

off. When the System is safety critical, two 

important Requirements will have to be met as 

well. The first one is configuration management 

because a System can only be safe if all its 

components work perfectly together. There have 

been airplane incidents which were caused by using 

a slightly different screw during maintenance.  The 

other one is traceability. When something fails, 

trust can only be restored and improved if the 

cause and chain of events resulting in the failure 

can be found traced back.   

Ludwig Wittgenstein  

όƛƴ άtƘƛƭƻǎƻǇƘƛŎŀƭ DǊŀƳƳŀǊέ ср 

years ago) 

ά! blueprint serves as a picture of 

the object which the workman is to 

make from it.   

Χ ŦƻǊ ǘƘŜ ōǳƛƭŘŜǊ ƻǊ ǘƘŜ ŜƴƎƛƴŜŜǊΣ ǘƘŜ 

blueprint is used as an instruction or 

rule dictating how he should 

construct the building or machine. 

And if what he makes deviates from 

the blueprint, then he has erred, 

builǘ ƛƴŎƻǊǊŜŎǘƭȅ Ŝƴ Ƴǳǎǘ ǘǊȅ ŀƎŀƛƴΦέ  

Χ ²Ƙŀǘ ǿŜ Ƴŀȅ Ŏŀƭƭ ΨǇƛŎǘǳǊŜΩ ƛǎ ǘƘŜ 

blueprint together with the method 

ƻŦ ƛǘǎ ŀǇǇƭƛŎŀǘƛƻƴέΦ  

Ý Wittgenstein defined 

Systems Engineering before 

the term even existed. 
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4 The Many Subdomains of Systems Engineering  

Seen from the outside, it barely matters how a System is composed, what technologies were used and 

how it was put together. Different Systems can provide the same or similar functionality to its users, 

even if the underlying technology is drastically different. Originally radios had very few and fairly big 

components. By a way of speaking, one could almost see the electrons moving in the amplifier tubes. 

Today, one can listen to internet radio while there is no longer a traditional radio-wave receiver 

involved. The sound arrives in digital packets over a wire. Radios are now single chip devices using digital 

logic and software to provide the same function as the original coils and tubes radios. 

 

Figure 5 - The systems engineering project split in subdomains during development 

Nevertheless, once the System Requirements have been agreed upon and specified, engineers will 

select implementation technologies each requiring different knowledge and skills. Hence, the 

engineering Process will split in technical subdomains, each developing their part, after which they come 

together again to deliver the System. The different subdomains are however not isolated. Decisions 

taken in one domain affect the capabilities in another domain. For example when a certain Processor is 

selected, it will determine how much can be done in software. It will also affect the power consumption 

and maximum heat dissipation. A good System design is one whereby the right trade-offs are made to 

achieve the goals. The perfect solution doesn't exist because Requirements will conflict and one solution 

doesn't fit all. 

Let's take a look at a typical embedded device or rather a System with embedded technology inside. 

Think about a printer, a pacemaker, a car, a house, a train, an airplane, a mars rover, a submarine and so 

forth. Whether small or large, you are likely to need engineering activities in the following domains: 
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Mechanical and materials engineering: real-world devices are subjected to an often aggressive 

environment, putting stress on the embedded device. Vibrations, shocks, heat, cold, humidity, 

chemicals or even sunlight, the air or cosmic radiation will attack the packaging and the physical 

structure of the System. If this results in the integrity of the delicate electronics inside being 

damaged, the results can be fatal. 

 

Power and energy engineering: all embedded need external energy to function. Increasingly, it 

is important that they use this energy efficiently and that they can cope with varying energy 

sources. A good power design will increase reliability and will decrease life-cycle costs. 

 

Hardware engineering: this is today often the term used to designate all electronic engineering 

activities. Some Projects might decide to develop their own chips (ASICs), use reprogrammable 

ones (FPGAs) or just buy ready available Processor parts (for example microcontrollers) and put 

them together to create a subSystem component. The hardware part of an embedded System 

might require specialists in many more specific domains: Processor design, analog design, RF 

design, MEMS (tiny mechanical parts on a chip), etc. While the analog domain is often less 

complex, given the scale and speed of the circuits they remain a challenge. All hardware 

operating in the digital domain is clocked and the issue is that few billion elementary structures 

(often called gates) in the hardware share that clock. The challenge is that these billion gates 

operate as a huge state machine whereby all gates must remain synchronized. As the timing 

parameters of the gate circuits will vary with temperature and supply voltage, this is not a trivial 

matter. Today these issues are solved by applying large enough robustness margins during the 

design and by carefully controlling the production Process. 

 

Software engineering: on clocked reprogrammable Processors often a software program will 

give the embedded device its application specific functionality. Whereas the hardware state 

machine is relatively static, a software state machine is dynamic and its behavior can be data 

dependent. Contrary to hardware however, a software state machine has no properties that 

vary with external influences, hence it is (theoretically at least) possible to verify and predict the 

behavior of software in detail.         

There are undoubtly more engineering disciplines that come into play. Human interface engineering is 

often a neglected one. And within the different engineering subdomains one can find more. Algorithmic 

experts will develop the right algorithm to process the data, hydraulic engineers will add their bit, 

control engineers will design the control loops to keep the System stable, etc. But one is certain, they all 

must work together to achieve Systems engineering. 
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Figure 6 -  Dependencies for embedded software 

In addition, there is a long dependency chain. For example, when developing embedded application 

software, the software engineer will need to do more than just write his small part. He will link libraries, 

he will use a compiler and linker in the assumption that they are error-free. Even when that is the case, 

the correct behavior will depend on the correctness of the documentation (of the hardware as well as 

the software) and the hardware being defect-free. Often, this will not be the case and then he has to 

find a work-around so that the application itself is still behaving as specified. This example, illustrated in 

the next drawing illustrates how a good engineer must know about the other domains he is working in 

the achieve good results. 

5 What is Resilience Engineering?  

After we have reached beyond safety and went for trustworthiness, there is a further step worth 

pursuing,  partly because it is becoming inevitable.  As Systems become larger and more complex, it is 

no longer enough to design them for trustworthiness when they operate normally. We must think in 

terms of providing maximum required functionality, often called Quality of Service, taking into account 

that the System will not have always all it Resources available. This is more in line with the way 

biological Systems work: an ant colony remains an ant colony even if a fire wipes out part of the ant 

population.  
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This is in contrast with current safety engineering practices: when a failure is detected - and this can be 

one of its million tiny components, the System will either shutdown or remain operational in an often 

severely degraded mode, or either coarse grain redundancy will be used to keep the functionality at its 

original level, but a next failure is then often catastrophic. 

Resilience engineering works differently. It will look for architectures that can tolerate partial failures. It 

will not seek to maintain full functionality but will seek to maintain the best possible functionality with 

the Resources available. Resilient Systems have often architectures that are very modular by design and 

have redundant but distributed capacity. A simple example is a meshed roof construction. The roof will 

not cave in because some rods are lost. Networked Systems (think about the internet of a mobile 

communication System) also often work like that. In the control engineering domain this was first 

introduced to keep Systems stable even if a major failure has happened. Often this requires running a 

simulation Model in the control loop. Examples are flight control Systems that control the plane using 

only the engines when e.g. part of the wings (with the control flaps) are gone.  

An important difference with more classical approaches is that a resilient System, besides having a more 

resilient architecture, gracefully adapts itself to a change in the available Resources. It will not fail 

immediately, but e.g. recover from the errors, maybe even repair itself, rearrange Resources so that it 

remains "alive". After all, this is the ultimate goal of any System.    

6 A Process as a System 

We have until now being speaking about Systems in terms of something physical that has to be 

developed. This answers the question of "what" is it that we need to develop. In Systems engineering, it 

Figure 7 Bird's nest stadium in Beijing 
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is however equally important "how" it is developed. Therefore, a Systems engineering Project has two 

main types of components: the Process that is followed and the development of the System itself.  

Let's take as an example the 

development of a piece of 

software. There is the activity of 

writing the source code 

statements, compiling them, 

running the resulting executable 

and test it. This will iteratively 

result in a working program. But 

depending on the skills of the 

software programmer, this can 

take less or more time. A skilled 

programmer will follow a specific 

set of steps that will lead him 

faster and more predictable to a 

reliable piece of software.  In 

other words, a skilled 

programmer has developed his 

own "Process" to deliver a better job. What Systems engineering does is to take the best of practices 

and to define them as a Process that should be followed by an organization or Project team. For 

example, the software engineering Processes will define that the software tools like the compiler must 

be qualified first, an adequate version management System needs to be used, coding rules need to be 

obeyed, peer review need to be in place, etc.  

Another example is testing of hardware. Testing will verify that the System or component meets the 

Specifications. This is only possible if the testing happens in controlled circumstances. For example, the 

Specifications must be stable and approved, the test set-up must be well defined and repeatable and 

the test procedure must be defined. The testing will produce a deliverable as well, i.e. the test report. 

The way to see this is that the testing Process is like a small Project that requires specific Resources and 

produces a specific product, the test report. Hence, one can see that a Process, in casu a Systems 

engineering Process is also a System that needs to be developed first. The subSystem components can 

include humans, equipment or simply all that is needed to produce a report, but it remains a System 

that must be trustworthy. 

One of the first processes to be developed (and imposed) was the so-called waterfall model. It imposes a 

linear process flow whereby requirements are developed, then fed into development after which the 

system is tested and then validated to see if it meets the original requirements. While correct in 

principle, such a rigid process rapidly breaks down because it assumes that the requirements are 

complete and perfect. Therefore the waterfall model was made more iterative by introducing 

feedback/verification steps early on and this was called the V-model. This is still one of the best models 

as it equally applies with on very small systems and with very small steps. Such a process is then often 

Figure 8 A simplified V-process model 



Trustworthy Systems Engineering with GoedelWorks 
 

16 Unified Semantics | Altreonic "From Deep Space to Deep Sea"  

 

called agile or iterative. In reality any process can be iterative if not only the order of the steps is 

considered but also the state of the different process entities. See further in section 12.1. 

7 Unified Semantics  

As we have seen in the previous sections, Systems engineering touches many domains. We focused on 

the technical ones, but there are more. Systems engineering starts with formulating a goal and that 

involves management, political, societal, financial and many more people. The first question to ask is 

whether they all speak about the same System. Even if 

they do, their perspective can be vastly different. The 

second question is whether they speak the same 

language. They might use different terms to talk about 

the same thing or they might use the same term to 

designate a different thing. Even in the technical 

domains this is very often the case. This is because 

terms and words have a context and a context has 

history. When a new domain emerges, people often 

borrow terms from another field and select it on 

analogies. Or the word might have its origin in a different natural language and is then erroneously 

imported. In the technical domain, people also often will use acronyms, often not understood by 

newbie's in the field. 

This is an essential observation for Systems engineering. As we have seen the scale and complexity of 

Systems engineering is very wide and it is obvious that it involves a lot of communication between 

people coming from different domains. If they don't understand each other, how can they then develop 

the right System and do it right? Let's take a simple example, the word 'scheduling'. For the production 

engineer, this means the order in which a product is produced on a production line. For the hardware 

engineer, this means mapping his signals correctly in the clock domain. For the software engineer, it 

means defining the order of execution of a software Process. Moreover, people also develop a sense for 

orders of magnitude. For the production engineer, time might be measured in minutes. For the software 

engineer, it is likely microseconds or milliseconds. For the hardware engineer, it is more likely nano- or 

picoseconds. When each of them says 'this is fast', they are most certainly thinking about very different 

time intervals. 

The same applies when we dig into the details of technical Specifications. A simple example are 

communication protocols. Some of them are described requiring 100's of pages. How sure are we that 

two devices speaking the same protocol will never have differences in their protocol implementation? A 

single tiny difference and the communication can hang. Another example are Processor instruction sets. 

Most Processors, even within the same family, will have subtle differences and will use different terms. 

And when we look in the world of software, we see an explosion of terms, interface functions, all 

vaguely describing the same things but with obnoxious differences and side-effects when using them.  

άL Řƻƴϥǘ ǿŀƴǘ ǘƻ ƎŜǘ ōƻƎƎŜŘ 
down in semantics causing 
problemsΣέ 

Pervez Musharraf 
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http://www.quotesdaddy.com/quote/887311/pervez-musharraf/i-dont-want-to-get-bogged-down-in-semantics-causing
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What above examples illustrate is that in Systems engineering it is not 

sufficient to define terms and functionalities, one must also define 

behavior. This means that when terms and language are used one 

must also define their semantics in their context. Moreover, the 

semantics should be the same everywhere. We call this "unified 

semantics" and it results in two main benefits: 

Unified semantics means that the same term is used in a unique way 

with a unique meaning. An important consequence is that overlapping 

semantics must be avoided, each term should describe a well defined 

and unique behavior or property of the System. 

Specifying terms and concepts in a correct way is an important first 

step in Systems engineering. The reason for this is that it is the first 

step in formalization. One can compare Systems engineering with the 

activities of writing a novel composed of sentences. If we don't want 

to have gibberish at the end, we must agree on the meaning of the 

terms and we must agree on grammatical rules on how to construct 

valid sentences. The meaning of the terms and the Grammar rules do 

not define the sentences themselves. They define a framework that is 

more abstract than the sentences we will formulate. This is often 

called a meta-Model. We often use the term Systems Grammar in the 

context of Systems engineering. 

8 Interacting  Entities  

In the previous section we mainly talked about behavior and 

properties of a System and why it is important that we describe 

these in a unique way. The behavior and the properties of a 

System are however what we sometimes call 'emerging 

properties'. While a System can be composed of 10's  or even 

billions of composing parts, none of them will result in the 

observed behavior on its own. It is all the components working 

together 'in concert' that are responsible for the behavior. At a 

more abstract level we use the terms 'Entities' and 

'Interactions'. We can then describe the structural properties of 

a System as 'Interacting Entities' and how they fit together we 

call the 'architecture'. Note that this is at an abstract level. In a 

Process for example Entities can be humans that take a set of 

written Requirements (another set of Entities) and transform 

them in written Specifications (another set of Entities). The 

Interactions are 'reading', 'writing', and likely also meetings 

Wikipedia defines system as 

follows: (from Latin 

systemaύ άǿƘƻƭŜ 

compounded of several 

parts or members. It is a set 

of interacting or 

interdependent entities 

forming an integrated 

ǿƘƻƭŜΦέ  System 

characteristics include:  1) 

structure,  2) a set of 

behavioral norms,  3) 

interconnectivity and  4) 

units that function 

independently within the 

system 
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during which the Requirements and Specifications are discussed (a large set of Interactions).  

In the technical domain, Entities and Interactions can often be identified more concretely. An Entity will 

be a physical component (a subSystem) and an Interaction will be a concrete exchange of information, 

obeying much stricter protocols than human language allows. This view has a number of benefits. First 

of all it expresses neatly how a System is composed of smaller Systems, etc. Interactions on the other 

hand allow us to use a component without needing to know all its internal details. It is sufficient to know 

how the Interaction is defined. 

9 An informal view on  Systems Engineering  

So, how do we go about "engineering" a System? The first activity to do is to figure out what the System 

should be able to do. This is often called Requirements and Specifications capturing. Requirements will 

be collected from many sources, often called the stakeholders. Given that there are many sources, a first 

challenge will be to make sure that the Requirements are well understood. Semantics come into play 

but also correctness. Words can be very vague and have multiple meanings. The first stakeholder is the 

potential user. What does he expect the System to deliver? Other stakeholders can be people with 

different interests: financial, political, technical, production related, etc. Often these Requirements will 

act like boundary conditions.  

We strictly distinguish between Requirements and Specifications. Requirements are often qualitative in 

nature and the collected Requirements will often not form a coherent set. There will be conflicting 

Requirements, nice-to-have Requirements, must-have Requirements as well as Requirements that are 

not even related to the System to be developed. Often, Requirements will not be a sufficient base for 

the engineering to start. Therefore, Requirements must be quantified and translated into concrete 

Specifications. The Requirement might say "the car will be a better one than the competitor's Model". 

The Specification will give concrete numbers like speed, acceleration, fuel consumption, capacity, etc. 

Specifications cover multiple domains. Most Specifications will only cover the functionality in normal 

operating conditions. Other Specifications will cover issues of testing and important but not always 

trivial to obtain are the Specifications that cover the cases when things are not normal, like component 

failures or externally introduced failures are even damages to the System.   

Once Specifications have been determined, engineers can start looking for possible implementations. 

We call this the Modeling activities because the Process is iterative and multiple Models will need to be 

developed. Simulation Models, including software based virtual prototypes, can be used to find the best 

possible implementation, but they play an important Role in verifying the soundness of the 

Requirements and Specifications. Formal Models can be used to verify and proof that the 

implementation will be safe. These two types of Models can be developed often in a very different ways 

and using very different tools than the implementation Models. It can be beneficial that the 

implementation Model is obtained from a simulation Model (as it avoids a translation step) but not 

always (because it also limits the conceptual views on the System). Many people might not consider the 

final implementation as a Model, but the reality is that many implementations can meet the 
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Specifications. Implementation Models are really architectural Models as they define how the System is 

structured. This is where the Entities and Interactions come into play. They are the seat of the 

Specifications and the way they are structured will result in the System's behavior and properties as 

specified. 

The above paragraphs were mainly concerned with defining and implementing the right System (the 

"what"). Engineering however is also about the "how" to get there and how to do that in the right way.  

This is often called the Work Plan. In a trustworthy Systems engineering Project, this entails more than 

developing the System and its components. As we have seen above, part of the work is to collect the 

Requirements and Specifications and to make sure they are complete and correct. Regrettably, this 

effort is not always explicitly planned for whereas research has shown that incorrect Requirements and 

Specifications are the most prominent cause that Projects fail or deliver unsatisfactory results. In a 

Systems engineering Project, work is grouped in Work Packages. These are the core of each Projects. 

They require Resources, Specifications as input and consist of sub-Work Packages and a number of 

distinctive Tasks. 

The work starts by in parallel to the Requirements and Specifications Work Package to collect 

background information and relevant References. A good Project is not developed in the void and 

should avoid reinventing the wheel. In addition, for certification purposes the relevant standards should 

be made available, databooks collected, etc. Organization specific rules, procedures and  Resources 

must also be available. We call such information References. These are strictly speaking not part of the 

Project, but can be very valuable sources of information.  

A Systems engineering Project will start with Work Package activities that verifies that the organization 

itself is capable of supporting the Project. Is the right Systems engineering culture in place? Is there a 

trustworthy, certified quality System? How is human Resource planning organized? Not all these 

questions need to have a fully affirmative answer to allow Systems engineering. Small and lean 

organizations can produce trustworthy products as well.    

In parallel the supportive Processes need to be verified. Version management, configuration 

management, test capabilities, documentation, procurement including qualification procedures for 

acquiring external components, software tools, or subcontracting should be in place before the Project 

starts. 

The major work is the development itself. The first work to be done is to analyze carefully the 

Requirements and the general context in which the System will be used. From these a coherent and 

complete set of Specifications must be derived from the Requirements. Specifications are related to the 

use of the System and the properties it must have, but already at this stage, three groups of 

Specifications must be completed. The most obvious ones are the "normal case" ones. These are related 

to the use of the System when everything is operational and the System is used as intended. A second 

class is related to testing, called the "test cases". These must be specified because testability will impact 

on the design. For example test points will draw extra current or state variables and parameters need to 

be logged, requiring extra memory.  
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The third groups is the most difficult one. These are related to when faults or malfunctions occur. We 

call these the "fault cases". Finding these requires a careful analysis, often called de HARA (Hazard And 

Risk Analysis) in the context of safety engineering, but this equally applies to security related faults. This 

step will try to develop the general fault Model for the System, resulting in Specifications for the System 

to mitigate or even annihilate the effects of the faults. In principle this step has to be done 

independently from the implementation while these Specifications must be available before any 

development or architecture is defined. This is because they can have an important impact on the 

implementation and its architecture, especially if the consequences of failures or security breaches are 

severe. 

Once development can start, each Work Package will produce one or more so-called work products. 

They are well defined deliverables and implement the Specifications. For this to happen the Work 

Package will need Resources (people, equipment, templates, ...) and each Work Package will be 

composed of a generic set of Tasks. The actual work is done in a Development Task. In a coherent 

Systems engineering Project this is followed by Verification Tasks. These verify that the work was done 

according to the specified Specifications for the development (e.g. coding rules, peer-review, etc.). The 

result of the development (the work product) is then tested in Test Tasks. Test Tasks verify against the 

Specifications of the System being developed, in casu those related to the work product at hand. When 

all tests were successful, integration and validation can start. Validation is against the original 

Requirements and answers the question whether the System being developed is the right one to be 

developed. Whereas verification and testing mostly verifies that it was developed in the right way. 

The final steps are to transfer the development to production. A good Systems engineering Project will 

have designed with production in mind. This affects quality, it also affects the (financial) bottom-line. 

During the life time of a System (or product) good engineering will have anticipated maintenance or 

even upgrading to assure that the System keeps performing at its specified level. Finally, when the 

System will be taken out of service, it will need to be disposed off. Modern, environmentally friendly 

engineering will have thought about that as well. 

10 Some further thoughts.  

As one can see, the Systems engineering Process has wide ramifications. It starts early and it end long 

after the System was put to operational use. Important is also to see that the System is actually 

"defined" by the Project that developed it by also by the Process that was used. As we have seen, a 

Process is also a System and it follows the same steps for developing it as a Project. To illustrate this, 

consider the testing activities. They will follow a test plan, developed according to a template prescribed 

by the test Process. Developing a test plan, even as a template, requires the same steps as we described 

above (Requirements, Specification, development, verifications, testing, validation, ...). The work 

product is a test plan template, that is subsequently used as Resource for a Work Package where the 

test plan is a template and filled in specifically for the System or System component to be tested. This 

instance of the test plan then becomes a Resource for the real Test Tasks to be done on the work 

product in development. Similarly, when a System uses components, procured from an external are 
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internal party, this becomes a Resource for the development whereas the component was first 

developed in a previous Project. Therefore one can see that Systems engineering is not an isolated 

activity. In the bigger scheme of things, each Project will have it place in a culture and environment with 

a history and itself will give direction to future Projects. 

 

Figure 9 The Iterative nature of a project is more pronounced in the beginning 

Another aspect is that Systems engineering as described above seems to follow a sequence, a Flow from 

beginning to end. Viewed from a distance this is true. A good engineering Project will know that for 

example Requirements are never really "final". Feedback from development, testing, etc. will detect 

weakness in the Requirements and Specifications and hence the latter might need to be adjusted. Once 

development is done and validation was approved, most likely the Systems will not meet all 

Specifications exactly due to small variations introduced during developed, uncertainties on design 

parameters and System components acquired from elsewhere. Determining the final values is called 

characterization (because it specifies a specific instance of the System that was developed).  

If nothing is final and if the order of executing the different steps and activities is iterative, how can then 

we come to a System that can be validated? The way to reach this goal is state configuration 

management. As the attentive reader will have seen, the Flow imposes a dependency chain. Actually 

multiple ones, one for each work product back to the original Specifications and Requirements and then 

additional ones for integration and validation. The final System can only be approved (released for 

production) if all preceding activities, intermediate Processes and Project Entities had been approved 

before. This is necessary for two main reasons.   First of all, the configuration of the System must be 

consistent to allow validation and certification. Else, we would have many uncertainties. But, secondly it 
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will save a lot of effort and Resources. For example, if testing is done before verification is done, it is 

very likely that testing will not just find functional errors, but simple errors due to development not 

being done according to the specified Process (simple example: a wrong name was used for a variable).  

The most important state transition is when a Project Entity goes from e.g. "in work" to "approved". At 

that moment, its configuration must be frozen. But because there is a precedence chain, it creates a 

partial order of the steps to be done for developing the work product. This is the key to allow concurrent 

engineering on the different work products (Process artifacts, System components). It also means that 

the architecture of System will allow more concurrent engineering and development when it is itself 

decomposed in concurrent Entities with well defined Interactions. This is a key observation for what is 

called today "evolutionary" validation and certification. Today many Projects are related to families of 

products and often changing one part will create a new member of the product family. If the 

architecture is not sufficiently modular and concurrent, then the whole System must be recertified (re-

verified, re-tested, re-integrated and re-validated). With a concurrent architecture, this work can be 

reduced, although never fully eliminated.       

11 A generic Model  for Systems engineering Processes  

Reading safety engineering or Systems engineering standards can be a daunting Task, certainly the first 

time. There are several reasons for this. First of all, these standards came into being gradually, often 

driven by an industrial need. Often, it is the work of a committee, stretched over many years. In addition 

few scientific work has been done on the subject, although much work has been done on specialized 

subdomains. For this reason current standards are often heuristic in nature, albeit newer releases of the 

standards (e.g. ISI-26262) have clearly benefited from user feedback. It should be noted that there are 

two classes of standards. European standards are more prescriptive and normative, whereas US 

standards are more goal oriented, leaving it up to the user to prove that they have done everything 

necessary to reach the goals. Examples are e.g. DO-178B. These standards also follow more the 

philosophy of the CMMI maturity Model, whereby quality of the organizational Processes (of which 

engineering is one) is seen as a result of the "maturity" and capability of the organization and less the 

result of following a prescribed Process. 

To get a clearer picture on Systems engineering, we have analyzed different Systems engineering 

Processes as described in the various standards and publications and tried to develop a generic meta-

Model for it that can be applied to almost any engineering Project. The reader will recognize the 

descriptions given in the previous chapter but this time we will line up the concepts and define them. 

Note however that the concepts are defined at a generic level. Together they create the meta-Model of 

Systems engineering. Domain specific concepts can further be derived from these generic concepts. 
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Table 2 Definitions of the GoedelWorks terms 

Term Definition 
System The System is the Entity under consideration as the object of the Systems engineering 

activities. This is called the System under development. It interacts with two other 
Systems. The environment is the external System in which the System will be placed 
and the user or operator, with whom the System fulfills its mission.   

Mission The Mission is the top level Requirement for which the System is being developed. 
Requirement A Requirement is any statement by any stakeholder that is related to the mission of the 

System.  
Specification A Specification is a mapping of the Requirements into a verifiable Requirement, often 

by quantifying and qualifying the Requirement statements. 
Reference A Reference is any relevant input or information that is generic but is necessary or 

useful to carry out the engineering Project or Process. 
Process A Process is a well defined number of steps and activities that define how a Project has 

to be executed. It also defines the work products that must be delivered allowing 
verification of the Project execution and certification of the System developed. 

Project A Project encompasses all activities, including those required by the Process agreed 
upon, that contribute to the realization of the System under development. 

Work Product Work Products are the end-deliverables of a Systems engineering Project. These 
consists of the System itself and all Work Products specified by the agreed upon 
Process. 

Flow A collection of Work Packages. The term is mainly used for grouping related Work 
Packages relative to the Process. 

Work Package A Work Package  is a set of activities, called Tasks, that are related to the development 
of the work products. A Work Packages consists of Development Tasks, Verification 
Tasks, Test Tasks and Validation Tasks. Work Packages require Specifications and 
Resources to be able to execute the activities.  

Resource A Resource is an Entity that is Requirement for executing Work Package Activities. The 
main ones are human Resources qualified to take up a specific Role in the Project. 
Other Resources are most of the time material in nature. 

Role A Role is a human Resource meeting specific Requirements in terms of capabilities as 
defined by the Process Specifications. 

Development 
Task 

A Development Task is the activity that actually develops the work products. 

Verification 
Task 

A Verification Task is the activity that verifies that the development was done 
according to the agreed upon Process Specifications. 

Test Task A Test Task is the activity that verifies that the developed Work Products meet their 
approved Specifications. 

Validation 
Task 

A Validation Task is the activity that after integration of all System components and  
Work Products validates that the tested Work Products meet the original and approved 
Requirements. 

Model A Model is a Work Product developed in a Systems engineering Project during the 
development activities. The finally approved System is considered as an 
implementation Model. 

Entity An Entity is a generic System component, making abstraction of the implementation.  
Interaction An Interaction is an Entity that creates a structural connection between one or more 

System Entities.  
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Link  A Link is a relationship between one or more Entities. 
 

Issue An Issue is created whenever a question comes up that needs further investigation. 
Issues need to be analyzed before they are taken into account, but it is important that 
they are carefully analyzed.  

Change 
Request 

A Change Request is a request to make a significant change (e.g. in the specifications or 
implementation) after these Project Entities were already approved. As a result, due to 
the dependency relationships, a Chang Request can result in a significant amount of 
rework to be done. 

  

This list is certainly not complete but new terms and concepts should be refinements of these generic 

terms. Refinements can be driven by a specific domain or Process of by a further decomposition and 

definition of attributes. 

By themselves these concepts do not define a Systems engineering Process or Project (as we will see 

further this distinction is for practical reasons). In the next sections we will link these concepts and 

define their possible state attributes.   

12 The Systems Grammar  of GoedelWorks  

Just by defining concepts, we don't have  a System. This is true for the Project domain and this is true for 

the Process domain. In the Project domain, we create a System by defining how the different Entities 

interact. In the Process domain, we define how the different Entities are related. The concepts and their 

relationships define an emerging Process that has meaning just like the Grammar rules on the terms of a 

sentence give the sentence a specific meaning. Therefore, we call this the Systems Grammar. 

12.1 Systems Grammar  
To understand the emergence of meaning in a Project, one must look at how an System emerges in a 

Process. It in initially very much a mental, cognitive Process done by humans.  

When a stakeholder speaks or thinks about the "Mission" of a System, he probably has a mental picture 

about the System. Likely this picture will resemble something he knows from seeing in the real world or 

a virtual world (e.g. movies and cartoons). What follows is a mental Process of refinement. The mission, 

as a top level Requirement (e.g. We need a deep ocean submarine"), is decomposed in more specific 

Requirement statements about the System until an atomic level has been reached, e.g. "the submarine 

should be yellow".  The Process is one of decomposition and refinement, not one of derivation. We call 

this a structural link. As is often the case, Requirements will often be overlapping and not necessarily 

fully coherent. As they are defined without much analysis, there will be conflicting Requirements, 

certainly when we take into account the boundary conditions of a real implementation. Engineering is 

always a trade-off exercise. 

Once everyone agrees on the Requirements (subject to further investigation) that are to be retained, we 

can consider these Requirements as "approved". Often this is often called the Kick-Off point in a Project, 
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at least if it is decided to go ahead with the next steps. Some Projects will start earlier, some Projects 

will then stop as this decision acts as a "gate" for the next steps. 

The next step is to refine the Requirements into hard Specifications. With this we mean that we derive 

concrete instances from the Requirements. Concrete means that they become measurable, verifiable 

and also implementable. One can consider Specifications as quantified or qualified Requirements. 

Practically speaking, we can select or develop designs that meet the Specifications and we can define 

tests that allow us to verify it. The relationship between Requirements and Specifications is one of 

dependency. We call this an association link. Multiple Requirements will result in multiple Specifications 

and multiple Specifications will be derived from multiple Requirements. Similarly, Verification Tasks will 

have association links with the Specifications for the Process to be followed during the Development 

Tasks and Test Tasks will have an association link with the Specifications for the work product 

developed during the development. "Process" and "Project" can be seen as the container of the "how" 

and the "what" aspects of Systems engineering. 

The actual development work to be done is the development of Entities that implement the 

Specifications. We call these the Work Products. For Process Entities, these will typically be templates or 

guidelines (when developing a Process). For Project Entities, these will be reports or documented 

evidence (when the work product is a Project Requirement) or the System or its System components 

(when the work product is a Project Requirement). The Work Products are the result of the work done in 

Work Packages, composed of Tasks (Development, Verification, Test and Validation Tasks). Hence Tasks 

are structurally linked in a Work Package. The Validation Tasks was not discussed yet and verifies that 

the Work Product meets its Requirements (answering the question "is it the right Entity?"). A Work 

Package is however also linked with the inputs it needs: with Specifications (for the Work Products) and 

with its required Resources. One could see the Specifications also as Resources, but for clarity it is better 

to separate them. 

In a System development Project the Work Package produce Models as their Work Products. Models 

can further be decomposed in sub-Models and finally into Entities and Interactions. A Model has hence 

an association link with a Work Package and a structural link with it composing Entities. 

Note that almost any Entity can be decomposed in smaller sub-Entities. Additional Entities that are 

related to a Project are References that can be associated with Requirements and Change Requests and 

Issues. The latter two can be associated with any Entity. 

The result of introducing these links can best be illustrated graphically. The following graph is generic 

and makes no difference between structural and association links, neither does it specify subtypes and 

attributes that are needed in real Systems engineering. 
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Figure 10 Simplified Systems Grammar in GoedelWorks (legend: see table below) 

Table 3 Acronyms used in the GoedelWorks System Grammar 

SYS System DEV Development Task 
PRO Process VET Verification Task 
PRJ Project TST Test Task 
WPT Work Product VAT Validation Task 
MOD Model RES Resource 
ENT Entity REF Reference 
SPC Specification CHR Change Request 
REQ Requirement ISS Issue 

SYSTEM 

PROCESS 

Development 

WPT- 

template  

WP 

Tasks 

DEV 

VER 

TST 

VAT 

SPC 

 REQ 

REF 

RES 

Organ-
isation 

Suppor
ting 

Plan-
ning 

PROJECT 

System under Development 

MODEL 

ENTITY 

WP 

Tasks 

DEV 

VER 

TST 

VAT 

SPEC 

REQ 

REF 

RES 

WPT- 

Process  

WP_Flow 

WP 

Tasks 

DEV 

VER 

TST 

VAT 

SPC 

REQ 

REF 

RES 



Trustworthy Systems Engineering with GoedelWorks 
 

27 The Systems Grammar of GoedelWorks | Altreonic "From Deep Space to Deep Sea"  

 

 

A superficial reading of the preceding chapters might raise the question if what we describe is a classical 

waterfall or V-Model for the engineering Process. This means that the different activities follow a strict 

linear order in time (Requirements-Specifications-Work Packages- etc. - Work Products). This is a wrong 

view and not desirable. First of all in a Systems engineering Project nothing is static unless frozen or 

approved. Most of the time Entities will be "in work". Secondly, most Systems engineering Projects will 

need to deliver hundreds or thousands of Work Products and concurrent engineering is almost a must. 

Thirdly, Systems engineering is an iterative Process. Requirements might have resulted in unrealistic 

Specifications or while working on the implementation, new issues will have been discovered and 

therefore Specifications adapted.  

To bring order in its execution Systems engineering works with "states" for all Project Entities. Each 

Entity (for example a Specification) starts his life when it is created. We call this state 'Defined".  Once 

defined, it has to be completed and worked upon. We call this state "In Work". At some point in time, 

the Specification will be frozen, we call this "Frozen for Approval". If the Specification is then approved, 

we call this "Approved". At this moment anyone making any change to the Specification results in the 

Specification being put to "In Work" again. 

Why is this important? Configuration management is related to the association and structural links. For 

example Specifications are input to the Test Tasks. If the Specifications are not frozen and approved, 

testing will have to restart whenever the Specifications are changed.  

What results is that all Work Products can only be approved if all preceding Entities have been 

approved. This defines the final, approved System configuration. The links create then automatically a 

chain of approval events that synchronize the Project at the state transitions to "Approved", hence a 

partial order in time. As long as everything is not "approved" work can proceed in parallel, provided 

there is not a dependency. This also shows why a modular and concurrent architecture is beneficial. Not 

only does it promote concurrent and iterative engineering, it will also be more resilient as errors (and 

faults) will have less global impact. 

GoedelWorks handles the state transitions using the following rules: 

¶ No Entity can be approved unless all its preceding Entities have been approved. 

¶ No Entity can be approved unless all its structural Entities have been approved.    

12.2 Systems Engineering  as a collection of Views  
The reader might be surprised that the whole Systems Engineering can be described with only 15 types 

of Entities and 2 types of relationships. This is the result of formalization work whereby a hierarchy of 

meta-Models, Models and specific instances was further refined and grouped in an orthogonal way. The 

result was a concrete Systems Grammar. 

What makes Systems Engineering confusing is that several views on the System are present 

simultaneously and this often results in different terminology in the natural language domain.  
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In the Requirements and Specification phase, the subject of interest are mostly properties of the 

System. As this should be done before an implementation (a Model with its Entities) has been selected, 

the difficulty is that one has to think abstractly. Certainly for the HARA phase this is a challenge as one 

ha s to think about failure cases that should not happen at all (but they will eventually).  

In the development phase, the Specifications will have been mapped onto Models and their Entities. 

This is an architectural view. 

In the planning phase, the attention shifts to Resource planning with milestones and deliverables.  

The most confusing is perhaps that before a trustworthy Systems engineering Process can proceed, the 

methodology must be defined and concretely this means that the Process is defined. Developing a 

Process is a Project in itself. It will follow a similar Process as the one it will develop, although more on a 

intuitive base because there is not standard Process defined. Process Requirements come from many 

stakeholders through external and internal standards and regulations. They have a societal context, for 

example because safety and security related risks have to be mitigated by law and certification will often 

be a legal Requirement before the System can be put in service or the product can be commercialized. 

While these standards speak of work products, these are actually Requirements and Specifications for 

the development Projects. If a specific organization has adopted such a standard based Process, it will 

likely have developed template versions to reduce the administrative and management burden on the 

engineering itself. Hence, we see that a work product like e.g. a test plan will morph from a Reference 

into a Process Requirement, into a Process Specification, into a template and finally into a specific test 

plan resulting in a test report. Similarly, a component procured for the execution of a Project, might 

have followed a similar path. In each of these steps is likely to be given different names. 

The result is that a System under development when approved and released for production is more than 

the System itself. It is the result of all the different views combined. As trustworthiness and quality are 

long terms issues, it shows the importance of traceability. It also shows how this is embedded in the 

culture of the organization, the region, the society and the education that people receive.    

13 Safety standards awareness  

One of the issues in Systems engineering is that when certification is a Requirement, many standards 

can be applicable. Moreover, legal Requirements will differ from country to country and depend on the 

application domain. In addition, standards are often either prescriptive but often outdated with respect 

to technology, either goal oriented but leaving it up to the engineering organization to follow a 

certifiable Process. This is a bit strange as we have shown that Systems engineering is very universal. The 

current situation is due to historical reasons and the state of the practice, including legal preoccupations 

in relationship to liability issues. For the following we will limit ourselves to certifiable safety standards, 

applicable in the context of the automotive and machinery industry. These were introduced when the 

complexity increase resulting from the introduction of programmable electronics forced to think more 

Systematically about how Systems with safety risks need to be developed. 
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13.1 Standards for embedded reprogrammable electronics  
The root of these standards is IEC-61508. It covers the complete safety life cycle, but needs 

interpretation for sector specific application. It originated in the Process control industry sector. 

The safety life cycle has 16 phases which roughly can be divided into three groups: analysis, realization 

(development) and operation. All phases are concerned with the safety function of the System. 

Composed of 7 Parts, Parts 1-3 contain the Requirements of the standard (normative), while 4-7 are 

guidelines and examples for development and thus informative. 

Central to the standard are the concepts of risk and safety function. The risk is seen as a statistical 

function of the hazardous event and the event consequence severity. The risk is reduced to a tolerable 

level by applying safety functions which may consist of electric, electronic or embedded software or 

other technologies. While other technologies may be used in reducing the risk, IEC 61508 only considers 

the electric, electronic and embedded software. 

From this standard, extensions were developed for specific segments. For example: 

¶ Automotive: MISRA and later ISO-26262 

¶ Railway: EN-50128 

¶ Process Industry: IEC-61511 

¶ Nuclear Power Plants: IEC 61513 

¶ Machinery: IEC 62061 

13.2 ASIL: a common safety engineering Process focused around ISO-26262  
While in principle GoedelWorks can support any type of Project and Process, its meta-Model was tuned 

for Systems engineering Projects with a particular emphasis on safety critical Processes and certification. 

Organizations can add and develop their own Processes as well as import them (when made available in 

a proper format). 

A first Process that was imported is the ASIL Process. The ASIL Process is a Process based on several 

safety engineering standards, but with a focus on the automotive and machinery domain. It was 

developed by a consortium of Flanders Drive members and combines elements from IEC 61508, IEC 

62061, ISO DIS 26262, ISO 13849, ISO DIS 25119, ISO 15998, CMMI and Automotive Spice. These were 

obtained by dissecting these standards in semi-atomic Requirement statements and combining in a 

iterative V Process Model. It was enhanced with templates for the Work Products and domain specific 

guidelines. 

In total the ASIL Process identified about 3800 semi-atomic Requirement statements and about 100 

Process Work Products, although this is a still on-going effort. The ASIL Process also identifies 3 Process 

domains:  

¶ Organizational Processes.  

¶ Safety engineering and development Processes. 

¶ Supportive Processes. 
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The ASIL Process Flow was imported by mapping all ASIL Entities on GoedelWorks Entities and adding 

the missing Entities, association and structural links. Examples are: 

¶ Upon Work Package creation, a set of Tasks is added and structurally linked. 

¶ Specification and Requirements Entities are added for the Work Products. 

For this reason the imported ASIL still needs to be completed to create an organization or Project 

specific Process. It is also likely that organization specific Processes will need to be added. As each Entity 

in GoedelWorks can be edited, this is directly possible on a GoedelWorks portal.  

13.3 Certifica tion vs. Validation  
If a Systems engineering Project reaches the validation stage and the System is approved, why is 

certification still needed? Certification is first of all a legal Requirement. By definition, it is not a good 

practice if certification would be done by the same organization that executed the Project. Even the best 

organization and best possible Process is still executed by humans and the whole goal of the Systems 

engineering Process is to maximize success in a cost-efficient way. Therefore, certification has to be seen 

as an extra re-validation step executed by an external auditing organization. Certification does not try to 

discredit the Project's results, it seek confirmation that the Requirements, at least those relevant for the 

certification, were met and that there is evidence that the everything was done that needed to be done. 

Therefore, certification is often based on examining and reviewing the "artifacts" of the Project but it 

will also execute spot checks and everything else that might be needed.  

Producing the evidence is something that must be done during the Project when the work is actually 

done. Examples are test reports, issue tracking, meeting reports, etc. This work is what often scares 

companies as it doesn't come for free. Following a Process cost extra time and Resources, but has also 

benefits. The Project will become more predictable and traceable, errors are detected in an early stage 

(when they cost less to correct) and when considering life-cycle costs, it might turn out to be cost-

efficient, especially if support and maintenance costs are included. In the worst case, a serious issue can 

be discovered when the System is in use and operational and recalls to fix these issues can be very 

costly, not only financially but also in reputation damage, etc. Therefore, certification is a must but there 

is every interest to reduce the cost. 

The GoedelWorks environment contributes to this on several levels- by automating the engineering 

Process: 

¶ The organization uses a standards-aware Process. 

¶ The approval Process reduces rework and double work. 

¶ The certification artifacts are generated during development. 

¶ Organizations can "pre-certify" by following the Process.      

The cost of running a Systems engineering Project will also be reduced because the GoedelWorks server 

keeps track in a central repository of all changes and dependencies. In addition, people all over the 

world can collaborate because all data is centrally located and edited. 
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13.4 Organization  specific instances of GoedelWorks 
The GoedelWorks environment is a very 

flexible tool for Systems engineering. It 

provides following functionalities for a 

distributed team: 

¶ Project support from 

Requirements till release for production  

(no need to use the ASIL Project Flow). 

¶ Project support from 

Requirements till release for production  

(with ASIL Project Flow). 

¶ Customization and completion of 

the ASIL Flow, depending on the industry. 

¶ Developing new Process Flows. 

¶ Adding organization specific 

Processes. 

¶ Creating a snapshot of the Project 

in html or pdf format 

¶ Generating dependency and 

precedence trees  

¶ Importing and exporting Projects 

¶ User management 

The current release allows linking with 

third party development environments by 

URL links. Future versions will directly 

interface to these environments, and 

might bring their own implementations 

honed for systems engineering. 

  

Figure 11 - General set-up of the GoedelWorks environment. 
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14 Description of GW environment  

14.1 General view  

The Main window of GoedelWorks (GW for short) has two main views: 

¶ Entities view 

¶ Project Administration view 

 

Figure 12 - The general view of GW after ASIL import (Entities View) 

14.2 Structure of the GW window s 

14.2.1 Entities  view   

¶ Navigation tree (left pane) 

¶ Tool bar 

¶ Main area, divided in tabs: 

¶ Entity view 

o Change Log 

o Dependency Tree 

o Precedence Tree 

14.2.2 Project  Administration view  

¶ User management 

¶ Import/Export 

¶ Error Log 

¶ Glossary 
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14.2.3 Toolbars  structure  

¶ Create instance of GoedelWorks type 

¶ Generate document (in pdf or html format) 

¶ Set horizontal or vertical view 

 

¶ Select view or edit mode 

 

¶ Logout and help function 

 

14.3 User management page 

Here a new user can be registered. 

 

14.3.1 The import/export page  

The content of ASIL portal can be exported in a file in JSON format. 
This file can be re-imported. 

14.4 Creation of Entities  
To create an Entity select from a drop down list the Entity  type and press the create button. 

14.5 Editing and verification of Entity  states 

The user (with appropriate rights) can e.g. approve the state of an Entity. However GoedelWorks will 

verify that all preceding Entities were approved before. If not, an error message will be shown with the 

list of Entities that need to be approved first. 
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Figure 13 - Automatic verification of status of preceeding entities 
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14.6 Dependency and precedence graphs  

 

Figure 14 - Automatically generated dependency graph. 

14.7 Document Generation  
In this implementation, a pdf or html file can be generated as a snapshot of the Project. The current ASIL 

Process in itself generates about 1000 pages (without the attachments). 

  

14.8 Error Log page  

All errors encountered can be tracked via the Error log page 
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15 Small Project  example  

Below some screen shots illustrating a small Project as example. 

The first screen shot shows WP-129, labeled "Create preliminary safety architecture". It defines a Work 

Package) WP-129 defined in the ASIL Process Flow as part of the Process PRO-31 defining the safety 

concept.  

 

Figure 15 - Example Reference requirement of ASIL flow. 

In the precedence tree we can see where it is derived from (in particular from statements in the 

IEC_61508.PART 1) and ISO-26262 part 3 standards). 
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Figure 16 - Referenced requirement statements in standards 

The Project is the development of a sub-System in a "shift-by-wire" development. Of which the main 

screen is shown below. 






























